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Abstract�
The goal of this paperis to identify anddescribethe servicesnecessaryto build a secure

corporateintranetandto show how prototypicalimplementationsof thesecomponentscanbe
realizedto evaluatedifferentapproachesandconfigurations.Thepaperpresentsanarchitectural
framework,whichidentifiesthecoreservicesnecessaryfor asecureInternet-basedcommunica-
tion andinformationinfrastructure.Wefocusontheauthenticationservice,whichis responsible
for authenticatingusersandservices.We thenshow how securityinfrastructurescanbedevel-
opedandtestedusingtherapidprototypingenvironmentWafeandtheextensibleWebbrowser
Cineast. Weexplainhow basicoperationssuchassecuretransferandcertificateacquisitioncan
berealizedanddemonstratetheimplementationof differentcertificatevalidationstrategies.
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1 INTRODUCTIONAND MOTIVATION

With theadventof the largescaledeploymentof Internettechnologyasa foundationfor elec-
tronic commerce,new requirementsfor documentandcommunicationsecurityemergedin in-
terlinked environments.This tendency was reinforcedby the useof Internetapplicationsas
a low-pricedalternative to classicalIS developmentand to commercialgroupwareproducts,
which leadto theincreasingpropagationof corporateintranets.

This evolution of theWorld Wide Web(W3) towardsa company’s informationsystemand
telecommunicationinfrastructuretriggeredthe developmentof several enhancementsof the
original Internetconceptswith the goal of providing a securedistributedcomputingenviron-
ment.Most of the securityproposalsarebasedon asymmetriccryptographyandrequirethe
establishmentof a public key infrastructure(PKI), which refersto the distribution andmain-
tenanceof trustedpublic keys. While the technicalconceptsarenot new, their deploymentis
difficult for severalreasons:
�
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� Deploying Internetsecuritytechniqueson an enterprisescaleis mostly not a technical,but
anengineeringandorganizationalproblem.Existingsecurityprotocolsprovideonly mecha-
nismsnotanarchitecture.

� Theuseof thesametechniquesfor securingintranetandpublicInternetcommunicationoften
leadsto atrade-off: Adheringto standardsmight restrictacompany’sfreedomandflexibility ,
but is anadvantagewheninternalresourcesshouldbemadepublicly available.

� The purposeof PKIs is changing.While the currently usedcertificatestandards(CCITT
1989)weredesignedto provide an authenticationframework, the motivationbehindrecent
developmentsin certificationtechniquesis to enhancethis mechanismto a meansof access
control.

� Themostimportantsecurityaccesspointsin a W3 securityarchitecturearealongtheinfor-
mationflows,wheretheinformationsourceis aW3 server, andtheprimaryinformationsink
is a W3 browser. In orderto prototypenew approachesit is necessaryto modify andextend
the involved softwarepackagesin a substantialway. For popularW3 browsersthis is not
feasibleor mightbeevenimpossible(plug-insarenotsufficient).Thereforethedevelopment
of new securityfeaturesis practicallyin thehandsof a few companieswhocanintegratenew
featuresin theirbrowsers.

Thispaperidentifiesthebuilding blocksof asecureInternet-basedcommunicationandinforma-
tion infrastructure.It describesthe functionalityof thesecoreservicesandexaminesdifferent
implementationstrategies(Section2). We concentratein Section3 on the authenticationser-
vice usedto identify usersandservices.Section4 presentsour implementationframework for
differentsecurityschemes.Wedemonstratehow to extendexistingconceptsinto new directions
usinganextensibleW3 browser. A summaryandsuggestionsfor futureresearchconcludethis
paper.

2 CORESERVICES

Figure1showsourframeworkof acorporatesecurityarchitecture.Thisframework incorporates
many resultsof distributedobjectsecurityandrole basedaccesscontrol.Especiallywe were
inspiratedby thework of Yialelis,LupuandSloman(Yialelisetal. 1996)andSandhu(Sandhu
et al. 1996).

Theoverall goalof our securityarchitectureis to manageaccesscontrol in a largeintranet.
This is realizedby theauthorizationserviceshown at thetop of Figure1. Thepurposeof this
serviceis to determinewhetherauserhastheright to accessaspecifiedresource.Thisdecision
is usuallybasedonsomesortof accesscontrollist, whichcanbeusedtodeterminetheprivileges
of a givenuserwith regardto theresourceaccessed.Theauthorizationservicedependson the
following supportingcomponentsof our framework.

The authenticationserviceis mainly concernedwith the reliability andvalidity of public
keys. It authenticatesusersandservicesin accordancewith a well definedpolicy, a process
which is oftenreferredto as“Managementof Trust”. We will takea closerlook at thedifferent
modelsandapproachesin thenext section.

The authenticationserviceusesthe directoryservicein order to make informationabout
usersandservicespublicly available.The informationpropagatedby meansof the directory
serviceshouldbe sufficient to identify usersor servicesby their commonlyknown names.In
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Figure 1 SecurityArchitecture.

our context it is importantthat thedirectoryserviceis theprimarydevice to make public keys
available for the public. An emerging standardfor accessingdirectoryservicesis the LDAP
protocol (Yeonget al. 1995),which is basedon the X.500 directoryaccessprotocol (DAP).
In recentproductannouncements,theLDAP protocolis alsousedfor retrieving accesscontrol
lists from acentralrepository(Xcert1997).

Sinceevery real world authorizationservicehasto dealwith a large numberof resources
(objects)andusers(subjects)it hasto usesomegroupingconceptto keepaccesscontrolman-
ageable.For this reason,our framework includesthedomainmanagement, which providesin-
formationonmembershiprelationshipsfor bothusersandobjects.Thisservicecanalsobeused
to maintainrole assignmentsandis thereforea goodfoundationfor theimplementationof role
basedaccesscontrol(RBAC) in anintranetcontext.

All servicesdescribedsofararebasedon theInternetprotocolsasacommunicationinfras-
tructure.SeeOppliger(Oppliger1997)or Lipp andHassler(Lipp et al. 1996)for anoverview
of differentapproachesto transmittingencrypteddataor distributing public keys over the In-
ternet.The currently most widespreadmechanismis Netscape’s securesocket layer (SSL)
which implementsencryptionandcertificatebasedauthenticationat thetransportlayer(Freier
etal. 1996).An IETF workinggroupwascharteredin orderto developastandardisedtransport
layer security(TLSP) protocol,which will in mostaspectsbe basedon SSL.We summarize
thesemechanismsin Figure1 ascommunicationservice.

3 AUTHENTICATION SERVICE

In thissection,we furtherexaminetheauthenticationservice.Wefirst briefly describethechar-
acteristicsof theunderlyingpublickey infrastructureandthenwefocusontheuseof certificates
asameansof bindingaperson’s identity to a public key.
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3.1 The Public Key Infrastructur e

Publickey cryptographybasicallyfacilitatestwo differentkindsof operations:

Encrypt/decrypt: Dataencryptedwith theprivatekey of thesender(or thepublic key of the
recipient)is decryptedby therecipientwith thecorrespondingkey half.

Sign/verify: A hashcodecomputedfrom thedatais encryptedby thesenderwith his private
key anddecrypted(andtherebyverified)by therecipientwith thecorrespondingpublic key.

Encryptionprovidesmessageconfidentialitywhenthedatais encryptedwith thepublic key of
the recipientandauthenticationwhenthedatais encryptedwith theprivatekey of thesender.
Signingprovidesauthenticationof the signerandmessageintegrity. Theseoperationsarenot
mutuallyexclusive.(Stallings1995)offersagoodintroductionto thesetopics.

The collection of algorithmsdeployed in connectionwith the public key operationsde-
scribedabove is called a public key cryptosystem.Examplesfor public key algorithmsare
Diffie-Hellmanor RSA, commonone-way hashfunctionsareMD5 or SHA-1andan example
for a symmetricalciphersuitablefor the encryptionof large amountsof datais DES. For an
excellentdescriptionof thesealgorithmssee(Schneier1996).

All public key operationsrequiretheexistenceof trustedpublic keys. A public key infras-
tructureprovidesmechanismsfor generating,verifying, distributing andrevoking public keys
in aglobalenvironment.

3.2 Certificates and Managementof Trust

A certificate, asdefinedin theITU-T recommendationX.509(CCITT 1989),bindsanentity’s
distinguishednameandsomeoptionalattributesto a public key with a digital signature.The
certificatealsocontainsthedistinguishednameandthesignature(with ansignatureidentifier)
of the certificateissuer, an issuer-specificserialnumberanda validity period.A Certification
Authority (CA) is trustedto verify a user’s identity andissuecertificatesin accordancewith its
publishedandwell-knownpolicy. Themostcommonkind of certificatesareidentitycertificates.

In addition,a CA canalsocertify otherCAs, transferringby this meanstrust to the other
authority’s signature.Consequently, certificatesissuedby the trustedCA will be acceptedby
any useracceptingcertificatesfrom the signingCA. This delegationof trust is referredto as
creatinga chain of trust, theoverall processof settingup andmaintainingthesechainsof trust
is calledtrustmanagement.

In virtually all existing implementations,thecertificationmechanismis basedon theITU-T
X.509 standards(CCITT 1989),which weredevelopedaspart of the X.500 framework. It is
importantto notethat– while many aspectsof theX.500 standardswerenever realized– the
X.509 certificateformat is now in widespreadusefor authenticatingpersonsandserviceson
theInternet.

By creatingchainsof trust,differenttrustmodelscanberealized(seeFigure2). The trust
modelsdiscussedin this paperhave someunderlyingbasicdefinitionsin common.See(Maley
1996)for adetaileddiscussionof thedistributedandcentralizedtrustmodel.
� A trust modeldefinesthe chainof trust betweentrust points,which arerepresentingeither

persons(users)or CAs.A trustpoint representingapersonhasits identitycertifiedby at least
oneCA.
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� A setof CAs andthe personscertifiedby theseCAs arereferredto asa domain. Trust re-
lationshipsof differentquality areestablishedbetweentheCAs by directcertificationor by
chainsof trust.

� A CA is trustedto certify personsidentitiesor otherCAs, which canbein a hierarchywith
thecertifyingCA (superioror subordinate)or in adifferenthierarchy(crosscertification).

� Every trustpoint hasa mosttrustedCA, whosepublic key wastypically obtainedby out-of-
bandmechanisms.FrequentlythemosttrustedCA issuesthepersonalcertificates.In Figure
2 themosttrustedCA is shown with ashadedbackground.

� Theuser’s CA determinesthecircumstancesunderwhich certificatesissuedby anotherCA
maybetrusted.

� Oncea trust relationshipwith a foreignCA is established,certificatesissuedby the foreign
CA canbeacceptedwithout re-establishingtherelationshipevery time, providedthatall of
thecertificatesincludedin thechainarestill valid.

It is important to note that the relationshipsdescribedin the following trust modelsare
concernedexclusively with the identityof a person.In developingtheX.509standard(CCITT
1989),the intentionwas to provide a global authenticationframework — to bind a person’s
public key to his name.

Wewill focusherefirst onthesimplestmodel(aflat modelwith asingleCA) andonahighly
distributed“web of trust” which is proposedby PGP. Thenwe will presentthedistributedand
thecentralizedtrustmodel,which arebothbasedon theANSI X9.75(Ansi 1995)document.
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Figure2 DifferentTrustModels.

Flat Trust Model The flat trust model(Figure2 a) representsthe trivial caseof a singleCA
whichcertifiesall usersandservices.While thismightbesufficient in acompletelysecluded
environment,thisstructurehasto evolvetowardsoneof theothermodelsassoonascommu-
nicationwith externallycertifiedpartiesis desiredor internalservicesareto bemadepublicly
accessible.

PGP-StyleTrust Model ThePGP-styletrust model(Figure2, b) is basedon theassumption
thateveryuseris hisowncertificationauthority. Accordingly, it is upto theusertodecidewho
is trustedandto definehisown chainof trustby acceptingotherpeopleasCA. Theresulting
structureis oftenreferredto asa “web of trust” andis typical for PGP’s decentralizedtrust
management.PGPsignaturesandencryptionmethods(Zimmermann1995)arewidely used
for electronicmail, but havecurrentlyno importancefor otherInternetservices.
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Distrib uted Trust Model The distributedtrust model(Figure2, c) is basedon decentralized
CAswheretheCA issuingapersonalcertificateis themosttrustedCA. ThesepersonalCAs
operatein an independentmanner, eachonehaving its own requirementsfor establishing
identitiesanddistributing a trustedcopy of theCA’s public key. In additionto thepersonal
CAs thereareaswell higher level CAs (suchasCA3 in Figure2, c) purely for key man-
agementandcrosscertificationpurposes.If a public key of a personalCA becomescom-
promised,the damageis restricted,only the personalcertificatesof the compromisedCA
haveto bere-issued.A distributedtrustmodelmightbechosenfor exampleby two relatively
autonomousunitsof anorganizationin orderto makecertificatesmutuallyacceptable.

Centralized Trust Model In contraryto thedistributedtrustmodel,thecentralizedtrustmodel
usesonecentralCA (the root CA) asthe mosttrustedauthorityof the whole domain.The
publickey of therootCA is notsignedby anotherCA andis themosttrustedpublickey of the
domain.Consequently, every usermustbe in possessionof a trustedcopy of thecertificate
of the root CA. A valid certificationpath canonly be setup, if a trust relationshipexists
betweentherootCA andall of theparties(CAsandusers).If thecertificateof therootCA is
compromised,all theusersareaffectedin therecovery process.Thecentralizedtrustmodel
implies theexistenceof a very powerful root CA which makesthis modelsuitedfor closed
hierarchicallystructuredorganizations.

3.3 RecentDevelopmentsin Certification Technologies

X.509 is a ratherold specificationwhich leavesmuchroomfor the interpretationof its fields.
Unfortunately, dueto thisfreedom,differentX.509implementationsdonotalwaysinteroperate.
Currentlytherearetwo differenteffortsextendingthefunctionalityof certificatesfrom ameans
of authentificationtowardsamoregeneralinstrument:

1. X.509extensionfields:The latestversionof theX.509 standard(X.509v3) allows the inclu-
sionof userdefineddata,socalledextensionsin certificates.Thisextendstheoriginal ideaof
certifying a user’s identity towardsa meansto bind arbitraryattributesto a public key. The
PKIX workinggroupwascharteredby theIETF in orderto standardizetheuseof extensions
andtherebyensuretheinteroperabilityof differentimplementations(Housley et al. 1996).
An importantapplicationof the X.509v3extensionfields canbe found in the standardsfor
creditcardbasedelectronictransactionsSET(Mastercard1996),wheredata(suchasa mer-
chantidentifier)is associatedwith apublickey. Thepurposeof theX.509certificatein SETis
notonly theidentificationof users,but alsoanauthorizationto performcertaintransactions.

2. Alternativecertificateformats:Currentlyat leasttwo differentconceptsareunderdevelop-
ment to definea new PKI from scratch– SPKI (Ellison et al. 1996)and SDSI (Rivestet
al. 1996).Both proposalsregardthe domainof accesscontrol asa centralissueandreject
furtheruseof theX.509standards,suggestingnew encodingschemesandnew key acquisi-
tion mechanisms.

4 PROTOTYPING A SECURITYINFRASTRUCTURE

In this section,we first give a brief overview on thefunctionalityof thedevelopmentenviron-
mentWafeandontheextensibleWebbrowserCineastwhich is implementedusingWafe.After
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this introductionwe demonstratehow differentimplementationsof a securityarchitecturecan
betested,evaluated,andextendedin this environment.

4.1 BasicComponentsfor Security EnhancedWebClients

Wafe (Neumannet al. 1993)is a public availableprototypingenvironmentbuilt uponthe Tcl
language(Ousterhout1990) andwasoriginally createdfor GUI-basedapplicationsin the X
Window environment.Wafeis in somerespectssimilarto theTcl/Tk package(Ousterhout1991)
but, insteadof providing its own look andfeel, integratesavarietyof differentGUI components
primarily basedonMIT’ sgenericX Toolkit. Severalcomponentsarecompletelyunrelatedwith
GUI. WafeprovidesaC codegeneratorto easetheintegrationof new components.
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Figure3 Componentsof Wafe(version1.0.17).

TheWafesystemfollowstheprinciplethatall basicfunctionality(Figure3) is implemented
completelyin C,whereasTcl merelyfunctionsasa“glue language”(similar to a4thgeneration
language)for controllingandconfiguringthesecomponents.Theaspectof agluelanguagewas
emphasizedby Ousterhoutespeciallyin theearlyTcl papers(Ousterhout1990).

The Wafe packageincludesseveral applications,most importantfor this paperis the W3
browserCineastwhich is a freelyavailable,extensiblewebclient intendingto provideanenvi-
ronmentfor prototypingnew client sideInternettechnologies.Thecompleteinfrastructurefor
thebrowseris availablein Wafe.Theuserinterfaceof CineastusesOSF/Motifandaselfdevel-
opedwidgetfor HTML parsingandrendering.For generalnetworkingfunctionalitytheCineast
browseruseslibwww, thereferencelibrary of theW3 Consortium(Frystyk-Nielsen1996).Lib-
www provides a high level event-basedinterfaceto asynchronousnetwork programming.It
supportsseveralprotocols(suchasHTTP/1.1andFTP),MIME-parsingandincorporatesmany
basicWebprogrammingmechanismssuchasProxyandCachehandling,formatmanagement
etc.Cineastobtainsits cryptographicsupportfrom SSLeay(Youngetal. 1997)andaccessto di-
rectoryservicesfrom LDAP (Yeonget al. 1995).Thesecomponentsarefinally mixedtogether
usingthe objectorientedTcl variantOTcl (Wetherallet al. 1995).It shouldbe notedthat the
sourcecodesizeof thebrowser(about2400linesof codein OTcl) is aboutonehundredthof
theinvolvedcodesizecountingonly thecorecomponents.This indicatesthatWafeandCineast
provide a powerful prototypingenvironmentfor Webbasedapplications.TheCineastbrowser
waspresentedfirst at theWWW6 conferencein apostersession(Köppenetal. 1997).
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4.2 Security Support

In theCineastbrowserweuseSSLeay(Youngetal. 1997)for cryptographicsupport.SSLeayis
afreeimplementationof SSL(currentlySSLversion2) supportingDES, RSA, RC4andIDEA as
encryptionalgorithmsandMD2, MD5, SHA-1for messagehashing.SSLeaysupportsX.509v3
certificatesandPKCS#10certificaterequests.SSLeay’s functionality is accessiblefrom Wafe
by two means:
� Via a programmaticinterface: Commandsto createandmanipulatecryptographickeys,cer-

tificate requestsandcertificatesareavailableat theTCL-level. Thesecommandsareshown
in Table1. Thecreateoperationscreateobjectsof therespectivecolumn,the input functions
readfiles in thePEM formatanddecryptit if necessary(usinga providedkey). Theoutput
functionstransformtheinternalobjectseitherinto aPEMencodedrepresentation(optionally
encrypted)or they produceahumanreadabletext. Furthermorethereareoperationsto extract
certainattributesfrom anobjectandto performcertificatemanagement.

RSA X509Request X509Certificate

Create: w3RSA new w3X509 REQ new
Input: w3RSA decode w3X509 REQ decode w3X509 decode
Output: w3RSA pem w3X509 REQ pem w3X509 pem

w3RSA text w3X509 REQ text w3X509 text
Sign: w3X509 REQ sign
Verify: w3X509 verify
GetAttr: w3X509 REQ getPubkey w3X509 get
Special: w3RSA spkac w3X509 loadVerifyLocations

w3X509 addCertFile

Others: w3Text sign,w3Text verify, w3CertCtxnew, w3CertCtxfree

Table 1 SSLeay-Functionscurrentlysupportedin theWafeenvironment

� Throughanadditionalprotocolfor libwww: HTTPS(HTTP overSSL)beenaddedasanad-
ditional protocol to libwww. Securerequestsfor documentscanbe configuredandstarted
exactly likeHTTP/1.1requests.Eachindividual requestcanbeconfiguredfrom theTcl level
with differentsecurityrelevant informationsuchasa client certificateor a certificatecon-
text for validation.This facilitatesthedeploymentof multiple certificatevalidationpolicies,
which canhave differentrequirementsin termsof acceptedcertificateauthorities,crosscer-
tification depthor other parametersof a specifictrust model. In principle, this certificate
validationlogic canbestoredin a centralizedrepositoryandretrievedby client applications
usingtheLDAP protocol.

Thefollowingsectionsdiscusscertificateacquisition,certificateverificationandcertificateman-
agementin theW3 context.

(a) Certificate Acquisition
In orderto obtainacertificateCineastfollowsthePublicKey CryptographyStandardnumber10
(PKCS#10) asdefinedby RSA Laboratories(RSA 1993).In this standarda certificaterequest
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containsthedistinguishedname(DN), a public key andoptionallya setof attributesprovided
by the requester. The requestersignsthe requestwith his privatekey. In the W3 context the
primarymeansto prompta userfor dataareHTML forms.Thereforewe usea form to collect
theorganizationalandpersonaldataaswell asthekey sizefrom theuser.

WhenthePKCS#10requestis generatedaRSAkey pairhasto begenerated– preferablyon
theclientside.TheCineastbrowserusestheeventtype ªE«&¬fn®°¯0±�² to call themethod³n´-µ-¬V¶¸·E¹ to
post-processtheinputfieldsandto transformit into aPKCS#10certificaterequest.This request
is submittedto aCGI scriptontheserverside,whereit is placedinto arequestrepositoryof the
CA (seeFigure4).

Form Fields

X.509 Request

Form Fields

X.509 Request

Request Repository

cgi-script

W3 Browser HTTP Server

CACertificate Repository

post-
processing

Notification Containing URL pointing to X.509 certificate in PEM or DER format

URL-encoded X.509 Request in PKCS#10

1

2

3

4

5

6

Figure4 Processof CertificateAcquisition.

When the CA issuesthe certificate it retrieves the requestfrom the repository, pro-
cessesit and placesthe generatedX.509v3certificate into the certificate repository. Then
it either generatesa URL pointing to the certificateor, alternatively, sendsthe certificate
to the user via email. When the certificateis transmittedthe MIME contenttype is set toºf»n»�¼ ±°½ º ²b±VªE«b¾�¿-ÀV¿-ÁÂ¹nÃnÀ�bÄVÅVÆ-ÀA½fÅnÆ°² . There is no encryptionnecessarysince the certificates
containonly public data.The format managerof libwww allows to registera specialhandler
for this contenttype,which will save theobtainedcertificateinto theuser’s personalcertificate
repository. Whena W3 server requiresclient authenticationin theSSLhandshake thebrowser
canpresenta list of personalcertificatesto theuserwho canchoosetheappropriateone.

Our approachfor generatingkeys differs from Netscape’s Navigator and Communicator
(Netscape1996)whereaspecial,non-standardHTML form input field named́ÂÇnÈ-ÉVÇÂÊ is intro-
duced.This tag is “magically” displayedin the form asan option menufor choosingthe key
size.Whentheform is submittedthis tagcausesthegenerationof thekey pairandtheso-called
SPKAC (signedpublic key andchallenge,DER andbase64encoded)field is transmittedto-
getherwith theDN informationto theserver. TheSPKAC formatwasintroducedby Netscape.
Comparedwith theapproachusedin Navigatorour approachhasthefollowing advantages:

1. Cineastdoesnot introduceany new formats(suchasSPKAC).

2. Cineastdoesdonot introduceany “magical” HTML form input fields.

3. The implementationof the Navigator definesthe entriesof the option menu.It is not clear
how theseautomaticallygeneratedentriescanbeprovidedin differentlanguages.

4. Cineastdoesnot requireany input method(suchasanoptionmenuor a text field), theorder
of theentriesis arbitrary.
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5. Cineastkeepsthe PEM-encodedcertificatesin a readabledirectory, the certificatescanbe
usedfor otherapplicationsaswell. TheNavigatorusesnon-documentedformat.

However, Cineastrequires(like NetscapeNavigator) certainnamesfor the input fields andit
makesuseof amoregeneralmethodwhich is not restrictedto asingleapplication.

Microsoft’s InternetExplorer(IE4) seemsto offer a functionalitysimilar to NetscapeNav-
igatorby meansof a “magical” hiddenform input field; currently, Microsoft doesnot publish
documentationaboutthis.

(b) Certificate Verification
In addition to the personalcertificatesthe browser maintainsa repository of CA certifi-
cates.CA certificatescan be addedsimilar to user certificatesby using the content-typeº�»n»b¼ ±°½ º ²¸±VªE«�¾�¿AÀV¿-Án¹nÃÂÀA½ º ÀA½°ÅVÆ°² . TheseCA certificatesare used to verify the certificates
of otherparties.To introducea higherdegreeof flexibility , SSLeayallows to createmultiple
certificatecontexts, with possibly non-disjoint setsof trustedCA certificates.A certificate
context specifieswhich CAs are trustedin a particularsituation.Examplesfor suchcontext
specifictrustmanagementmightbein interactionswith abank,acooperationprojectwith other
companies,someconfidentialresearchprojectsor privatecommunications.Figure5 displays

Figure5 CertificateManagementin theCineastBrowser.

thecertificatemanagementwindow of theCineastbrowser. Theright partof thewindow allows
to edit the certificationcontext named“ INTERN” whereCAs canbe addedor removed from
thelist of trustedCAs.

TheWafeexamplecodebelow showsthetechnicalrealizationof thebasictasksin theWafe
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environment.A new certificatecontext is created,a CA is addedinto this context anda test
certificateis verifiedin this context.

Ë9Ì�ÍÏÎ�Ì�ÐfÍÒÑvÓ�ÔfÕ�Ö�×-Ø�Ó�ÌÚÙ�Û9ÜÂÕEÝVÌVÛ°ËyÐÂÎ�Û°Î�Ø3ÞnÌVÕnË3ÍnÛ�Í°ÌÂË3Í>ß�ÎEÌ�ÐfÍfà
Ë9Ì�ÍÏÎyÍVá ÑâÜnã�äfÌEÐfÍ°äEÍVáVå9ÞÂÌ�Ü°à
Ü°ã�æVç�èféfåfÕEÖfÖVä�Ì�Ð�Íf×-ØEÓ�ÌêÙ�Û�ß!Î�Ø3ÞÂÌfÕnË3ÍnÛnË�ËEÓ�Û°ÎEÌEÐfÍ-ËEÛEë-Ë�Ø9ìEÞ�í¸ßCîÂÌ�ïðîÂÌyïòñVÎ9Ífá
Ø9ÝóÑ!Ë3ÍfÐ-Ø�ÞnìôïAÕEÍÂÎ3õöí÷ÑâÜ°ã�æVç�èféfåEëVÌ�Ð-Ø9Ý�øùÑâÜ°ã�æVç�èféfå�ÖfÌnÎEÔ�ÖVÌúñ°Î�Ì�ÐfÍfàöûfûüàýñ°ÎyÍVáfàýþ
î�ÿ°Í-ËÏûüë°ÌEÐ-Ø9ÝÂØfÎEÕEÍÂØEÔ�ÞêÔ�ÝÚÎ�Ì�Ð�Í-Ø�ÝnØfÎEÕEÍ°ÌêØ3ÞòÎ�Ô�Þ°ÍVÌ�á�Íýñ°ÎyÍVá × ��������� û

	

At thetime of this writing all thebasicmechanismsto supportthecertificatecontexts areim-
plementedin theWafeenvironment.For example,every new 
Â²Â² » Ä requestcanbeconfigured
with a certificatecontext througha requestattribute.What’s currentlymissingfrom thegraph-
ical userinterfaceis someeasyand intuitive way to specify the context to be used.We are
planningto allow theuserto setthecertificatecontext per(named)browserinstance.

5 CONCLUSIONAND SUMMARY

This paperdefinesa framework containingthe core servicesneededfor the developmentof
a scalableintranetarchitecture.We concentratedfrom the architecturalpoint of view on the
authenticationservicethatplaysthecentralrolein thisframework.Thetechnologiesfor domain
management,communicationanddirectoryservicesaretodayavailableandwell understood,an
authorizationserviceis in our applicationcontext still in its earlydays.We tried to emphasize
thata prototypingenvironmentis neededandpresentedour approachusingWafe whereonly
very little codewasneededto implementthe Cineastbrowser. We demonstratedthat in some
respectsour browsercomparesfavorably with Netscape’s Navigator andCommunicator. We
believe that our environmentis a productive platform for extendingsecuritymanagement,to
experimentor to developnew securitycomponents(e.g.with regardto accesscontrolor policy
management)andto build novel Webapplications.
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