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Abstract

* The goal of this paperis to identify and describethe servicesnecessaryo build a secure
corporateintranetandto shav how prototypicalimplementation®f thesecomponentganbe
realizedto evaluatedifferentapproacheandconfigurationsThe papempresentanarchitectural
framawork, whichidentifiesthecoreservicemecessarfor asecurdnternet-basedommunica-
tion andinformationinfrastructureWe focusontheauthenticatiorservice whichis responsible
for authenticatingisersandservicesWe thenshonv how securityinfrastructuresanbe devel-
opedandtestedusingthe rapid prototypingervironmentWafe andthe extensibleWeb browser
Cineast We explain how basicoperationsuchassecurdransferandcertificateacquisitioncan
berealizedanddemonstrat¢heimplementatiorof differentcertificatevalidationstrateies.
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1 INTRODUCTIONAND MOTIVATION

With the advent of the large scaledeploymentof Internettechnologyasa foundationfor elec-
tronic commercenew requirementgor documentandcommunicatiorsecurityemegedin in-

terlinked ervironments.This tendeng was reinforcedby the useof Internetapplicationsas
a low-priced alternatve to classicallS developmentandto commercialgroupware products,
which leadto theincreasingoropagatiorof corporatantranets.

This evolution of the World Wide Web (W3) towardsa compaly’s informationsystemand
telecommunicationnfrastructuretriggeredthe developmentof several enhancementsf the
original Internetconceptswith the goal of providing a securedistributed computingerviron-
ment. Most of the security proposalsare basedon asymmetriccryptographyand requirethe
establishmenof a public key infrastructure(PKI), which refersto the distribution and main-
tenanceof trustedpublic keys. While the technicalconceptsare not new, their deploymentis
difficult for severalreasons:
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e Deploying Internetsecuritytechniquesn an enterprisescaleis mostly not a technical,but
anengineeringandorganizationaproblem.Existing securityprotocolsprovide only mecha-
nismsnotanarchitecture.

e Theuseof thesametechniquedor securingntranetandpublic Internetcommunicatioroften
leadsto atrade-of: Adheringto standardsnightrestrictacompary’sfreedomandflexibility,
but is anadvantagevheninternalresourceshouldbe madepublicly available.

e The purposeof PKIs is changing.While the currently usedcertificatestandardCCITT
1989)weredesignedo provide an authenticatiorframeavork, the motivation behindrecent
developmentsn certificationtechniquess to enhancehis mechanisnto a meansof access
control.

e Themostimportantsecurityaccesgointsin a W3 securityarchitecturearealongthe infor-
mationflows, wheretheinformationsourceis a W3 sener, andthe primaryinformationsink
is aW3 browser In orderto prototypenew approaches is necessaryo modify andextend
the involved software packagesn a substantialay. For popularW3 browsersthis is not
feasibleor might beevenimpossibleg(plug-insarenot sufiicient). Thereforethe development
of new securityfeaturess practicallyin thehandsof afew companiesvho canintegratenew
featuresn their browsers.

This paperidentifiesthebuilding blocksof asecurdnternet-basedommunicatiorandinforma-
tion infrastructurelt describeghe functionality of thesecore servicesand examinesdifferent
implementatiorstratgies (Section2). We concentraten Section3 on the authenticatiorser

vice usedto identify usersandservices Section4 presentour implementatiorframevork for

differentsecurityschemesWe demonstratbow to extendexisting conceptsnto new directions
usinganextensibleW3 browvser A summaryandsuggestiongor future researctconcludethis
paper

2 CORESER/ICES

Figurel shavsourframework of acorporatesecurityarchitectureThisframeavork incorporates
mary resultsof distributed objectsecurityandrole basedaccessontrol. Especiallywe were
inspiratedby thework of Yialelis, LupuandSloman(Yialelis etal. 1996)andSandhuySandhu
etal. 1996).

Theoverall goal of our securityarchitecturds to manageaccessontrolin alargeintranet.
This is realizedby the authorizationserviceshavn at thetop of Figure 1. The purposeof this
serviceis to determinewvhethera userhastheright to access specifiedresourceThis decision
is usuallybasednsomesortof accesgontrollist, whichcanbeusedo determinegheprivileges
of a givenuserwith regardto theresourceaccessedlhe authorizatiorservicedependsn the
following supportingcomponent®f our framework.

The authenticationserviceis mainly concernedvith the reliability and validity of public
keys. It authenticatesisersand servicesin accordancevith a well definedpolicy, a process
whichis oftenreferredto as“Managementof Trust’. We will take a closerlook atthe different
modelsandapproache the next section.

The authenticatiorserviceusesthe directory servicein orderto make information about
usersand servicespublicly available. The information propagatedy meansof the directory
serviceshouldbe sufficient to identify usersor servicesby their commonlyknowvn namesin
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Authorization Service

Access Control: Is the subject authorised to access the object ?

Directory Service Authentication Service | [ Domain Management
« User Information + Verification of user’s + Group membership
(DN, E-Mail) identity of users
. Certificates of - Authentication of the + Role assignments
Users and Services service accessed « Domain membership
+ Revocation Lists » Trust Model of resources

Communication Service

Figure 1 SecurityArchitecture.

our context it is importantthatthe directoryserviceis the primary device to make public keys
availablefor the public. An emeging standardfor accessinglirectory servicesis the LDAP
protocol (Yeonget al. 1995),which is basedon the X.500 directory accesgprotocol (DAP).
In recentproductannouncementshe LDAP protocolis alsousedfor retrieving accessontrol
lists from a centralrepository(Xcert 1997).

Sinceevery real world authorizationservicehasto dealwith a large numberof resources
(objects)andusers(subjects)it hasto usesomegroupingconceptto keepaccessontrolman-
ageableFor this reasonpur framework includesthe domainmanayementwhich providesin-
formationonmembershipelationshipgor bothusersandobjects.This servicecanalsobeused
to maintainrole assignmentandis thereforea goodfoundationfor the implementatiorof role
basedaccessontrol(RBAC) in anintranetcontext.

All servicedescribedsofar arebasedn the Internetprotocolsasa communicationnfras-
tructure.SeeOppliger(Oppliger1997)or Lipp andHassler(Lipp etal. 1996)for anovervien
of differentapproacheso transmittingencrypteddataor distributing public keys over the In-
ternet. The currently most widespreadmechanismis Netscapes securesoclet layer (SSL)
which implementsencryptionandcertificatebasedauthenticatiorat the transportiayer (Freier
etal. 1996).An IETF working groupwascharteredn orderto developastandardisettansport
layer security (TLSP) protocol, which will in mostaspectde basedon SSL. We summarize
thesemechanism# Figurel ascommunicatiorservice

3 AUTHENTICATION SERVICE

In this sectionwe furtherexaminethe authenticatiorservice Wefirst briefly describehechar
acteristicof theunderlyingpublickey infrastructureandthenwe focusontheuseof certificates
asameanf bindinga personsidentity to a public key.
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3.1 The Public Key Infrastructur e

Publickey cryptographybasicallyfacilitatestwo differentkindsof operations:

Encrypt/decrypt: Dataencryptedwith the privatekey of the sender(or the public key of the
recipient)is decryptedoy therecipientwith the correspondindcey half.

Sign/verify: A hashcodecomputedirom the datais encryptedby the sendemwith his private
key anddecryptedandtherebyverified) by therecipientwith the correspondingublic key.

Encryptionprovidesmessageonfidentialitywhenthe datais encryptedwith the public key of
the recipientandauthenticatiorwhenthe datais encryptedwith the privatekey of the sender
Signing providesauthenticatiorof the signerand messagentegrity. Theseoperationsare not
mutually exclusive. (Stallings1995)offersa goodintroductionto thesetopics.

The collection of algorithmsdeployed in connectionwith the public key operationsde-
scribedabove is called a public key cryptosystemExamplesfor public key algorithmsare
Diffie-Hellmanor RSA commonone-way hashfunctionsare MD5 or SHA-1andan example
for a symmetricalcipher suitablefor the encryptionof large amountsof datais DES For an
excellentdescriptionof thesealgorithmssee(Schneierl 996).

All public key operationgequirethe existenceof trustedpublic keys. A public key infras-
tructureprovidesmechanismgor generatingyerifying, distributing andrevoking public keys
in aglobalenvironment.

3.2 Certificates and Managementof Trust

A certificate asdefinedin the I TU-T recommendatioX.509 (CCITT 1989),bindsanentity’s
distinguishedhameand someoptionalattributesto a public key with a digital signature.The
certificatealsocontainsthe distinguishechameandthe signaturgwith ansignaturedentifier)
of the certificateissuer an issuerspecificserialnumberanda validity period.A Certification
Authority (CA) is trustedto verify a users identity andissuecertificatesn accordancevith its
publishedandwell-known policy. Themostcommorkind of certificatesareidentitycertificates

In addition,a CA canalso certify other CAs, transferringby this meanstrustto the other
authority’s signature Consequentlycertificatesissuedby the trustedCA will be acceptedy
ary useracceptingcertificatesfrom the signing CA. This delegationof trustis referredto as
creatinga chain of trust, the overall processf settingup andmaintainingthesechainsof trust
is calledtrust manayement

In virtually all existingimplementationsthe certificationmechanisms basednthel TU-T
X.509 standardg¢CCITT 1989),which were developedas part of the X.500 framework. It is
importantto notethat— while mary aspectf the X.500 standardsvere never realized— the
X.509 certificateformatis now in widespreadiusefor authenticatingpersonsand serviceson
thelnternet.

By creatingchainsof trust, differenttrustmodelscanbe realized(seeFigure 2). The trust
modelsdiscussedn this paperhare someunderlyingbasicdefinitionsin common.See(Maley
1996)for a detaileddiscussiorof the distributedandcentralizedrustmodel.

e A trustmodeldefinesthe chain of trustbetweentrust points,which arerepresentingither
persongusers)r CAs. A trustpointrepresenting persorhasits identity certifiedby atleast
oneCA.
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e A setof CAs andthe personsertified by theseCAs arereferredto asa domain Trustre-
lationshipsof differentquality areestablishedetweernthe CAs by directcertificationor by
chainsof trust.

e A CA is trustedto certify persongdentitiesor other CAs, which canbein a hierarchywith
the certifying CA (superioror subordinatepr in adifferenthierarchy(crosscertification).

e Everytrustpoint hasa mosttrustedCA, whosepublic key wastypically obtainedby out-of-
bandmechanismg-requentlythe mosttrustedCA issueshe personatertificatesin Figure
2 themosttrustedCA is shovn with a shadedackground.

e Theusers CA determineghe circumstancesinderwhich certificatesssuedby anotherCA
may betrusted.

e Onceatrustrelationshipwith aforeign CA is establishedgertificatesssuedby the foreign
CA canbeacceptedvithout re-establishinghe relationshipevery time, provided thatall of
the certificategncludedin the chainarestill valid.

It is importantto note that the relationshipsdescribedin the following trust modelsare
concernecdexclusively with the identity of a personln developingthe X.509 standardCCITT
1989),the intentionwasto provide a global authenticatiorframavork — to bind a persons
public key to his name.

Wewill focusherefirstonthesimplestmodel(aflat modelwith asingleCA) andonahighly
distributed“web of trust” which is proposedoy PGP Thenwe will presenthe distributedand
thecentralizedrustmodel,which arebothbasedn the ANSI X9.75 (Ansi 1995)document.

(a) Flat (b) PGP-style (c) Distributed (d) Centralized
Trust Model Trust Model Trust Model Trust Model

Figure 2 DifferentTrustModels.

Flat Trust Model The flat trust model(Figure 2 a) representshe trivial caseof a single CA
which certifiesall usersandservicesWhile this might be sufficientin acompletelysecluded
ervironment,this structurehasto evolve towardsoneof the othermodelsassoonascommu-
nicationwith externallycertifiedpartiesis desiredor internalservicesareto bemadepublicly
accessible.

PGP-StyleTrust Model The PGP-styletrustmodel (Figure 2, b) is basedon the assumption
thateveryuseris hisown certificationauthority Accordingly; it is upto theuserto decidewho
is trustedandto definehis own chainof trustby acceptingotherpeopleasCA. Theresulting
structureis oftenreferredto asa “web of trust” andis typical for PGP5 decentralizedrust
managemenPGPsignaturesandencryptionmethodgZimmermannl995)arewidely used
for electronicmail, but have currentlyno importanceor otherinternetservices.
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Distrib uted Trust Model The distributedtrust model (Figure 2, c) is basedon decentralized
CAswherethe CA issuinga personatertificateis the mosttrustedCA. ThesepersonalCAs
operatein anindependenmanney eachone having its own requirementdor establishing
identitiesanddistributing a trustedcopy of the CA's public key. In additionto the personal
CAs thereare aswell higherlevel CAs (suchas CA3 in Figure 2, c) purely for key man-
agementand crosscertificationpurposeslf a public key of a personalCA becomesom-
promised,the damageis restricted,only the personalcertificatesof the compromisedCA
haveto bere-issuedA distributedtrustmodelmight bechoserfor exampleby two relatively
autonomousinits of anorganizationin orderto make certificateanutually acceptable.

Centralized Trust Model In contraryto thedistributedtrustmodel,thecentralizedrustmodel
usesonecentralCA (the root CA) asthe mosttrustedauthority of the whole domain.The
publickey of theroot CA is notsignedby anotheiCA andis themosttrustedoublic key of the
domain.Consequentlyevery usermustbe in possessionf a trustedcopy of the certificate
of the root CA. A valid certificationpath canonly be setup, if a trust relationshipexists
betweertheroot CA andall of the parties(CAs andusers)If thecertificateof theroot CA is
compromisedall the usersareaffectedin therecovery processThe centralizedrustmodel
implies the existenceof a very powerful root CA which makesthis modelsuitedfor closed
hierarchicallystructuredorganizations.

3.3 RecentDevelopmentsin Certification Technologies

X.509 s aratherold specificationwhich leavesmuchroomfor the interpretationof its fields.
Unfortunatelydueto thisfreedomdifferentX.509implementationslo notalwaysinteroperate.
Currentlytherearetwo differentefforts extendingthefunctionality of certificatedrom ameans
of authentificatiortowardsa moregenerainstrument:

1. X.509extensionfields: The latestversionof the X.509 standardX.509v3 allows the inclu-
sionof userdefineddata,socalledextensionsn certificatesThis extendsthe originalideaof
certifying a users identity towardsa meansto bind arbitraryattributesto a public key. The
PKIX working groupwascharteredy the IETF in orderto standardizéhe useof extensions
andtherebyensurehe interoperabilityof differentimplementationgHousley etal. 1996).
An importantapplicationof the X.509v3extensionfields canbe foundin the standardgor
creditcardbasecelectronictransactionSET (Mastercardl996),wheredata(suchasa mer
chantidentifier)is associatewvith apublickey. Thepurposeof the X.509certificatein SETis
notonly theidentificationof usersput alsoanauthorizatiorto performcertaintransactions.

2. Alternativecertificateformats: Currentlyat leasttwo differentconceptsare underdevelop-
mentto definea new PKI from scratch— SPKI (Ellison et al. 1996) and SDSI (Rivest et
al. 1996).Both proposalsegardthe domainof accesscontrol asa centralissueandreject

furtheruseof the X.509 standardssuggestingqiew encodingschemesndnew key acquisi-
tion mechanisms.

4 PROTOTYPING A SECURITYINFRASTRUCTURE

In this section,we first give a brief overvienv on the functionality of the developmenterviron-
mentWafeandonthe extensibleWebbrowserCineastvhichis implementedusingWafe. After
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this introductionwe demonstratdow differentimplementation®f a securityarchitecturecan
betestedevaluatedandextendedn this ervironment.

4.1 BasicComponentsfor Security EnhancedWeb Clients

Wafe (Neumannet al. 1993)is a public available prototypingernvironmentbuilt uponthe Tcl
language(Ousterhoutl 990) and was originally createdfor GUI-basedapplicationsin the X
Window ervironment Wafeis in somerespectsimilartotheTcl/Tk packagéOusterhoui991)
but, insteadof providing its own look andfeel, integratesa variety of differentGUI components
primarily basedn MIT’ sgenericX Toolkit. Severalcomponentarecompletelyunrelatedwvith
GUI. Wafeprovidesa C codegeneratoto easeheintegrationof new components.

Motif based Widgets
XmGraph, XbaeMatrix, MIT Extra Widgets
XmIree, Xew Widgets Athena Plotter, Layout,
Widgets Clock, HTML,

OSF/Motif Widgets R4, R5, R6 Ghostview, TCL C based
V1.0,1.20r20 Xaw3d Kino Extensions | | Extensions
OTCL, iTCL, LDAP,
Xlib, X Toolkit and Extensions MSQL-TCL Libwww,
Basic Widgetclasses, Xpm, Dnd, Offix SSLeay
Tool Command Language (TCL)

Figure3 Component®f Wafe (version1.0.17).

The Wafesystenfollowstheprinciplethatall basicfunctionality (Figure3) is implemented
completelyin C, whereasl cl merelyfunctionsasa“glue language’(similarto a4th generation
languagejor controllingandconfiguringthesecomponentsTheaspecbf a gluelanguagevas
emphasizedy Ousterhoutespeciallyin theearly Tcl papergOusterhoufl990).

The Wafe packagencludesseveral applications mostimportantfor this paperis the W3
browserCineastwhichis afreely available,extensibleweb clientintendingto provide anervi-
ronmentfor prototypingnew client sidelInternettechnologiesThe completeinfrastructurefor
thebrowseris availablein Wafe.Theuserinterfaceof CineastusesSOSF/Motif anda self devel-
opedwidgetfor HTML parsingandrendering For generahetworking functionalitythe Cineast
browserusedibwww, thereferencdibrary of theW3 Consortium(Frystyk-Nielser996).Lib-
www provides a high level event-basednterfaceto asynchronousetwork programming.lt
supportsseveralprotocols(suchasHTTP/1.1landFTP),MIME-parsingandincorporatesnary
basicWeb programmingmechanismsuchasProxy and Cachehandling,format management
etc.Cineasbbtaingts cryptographicsupportfrom SSLeayYoungetal. 1997)andaccesso di-
rectoryservicesrom LDAP (Yeongetal. 1995).Thesecomponentsrefinally mixedtogether
usingthe objectorientedTcl variantOTcl (Wetherallet al. 1995).1t shouldbe notedthatthe
sourcecodesize of the browser(about2400lines of codein OTcl) is aboutone hundredthof
theinvolvedcodesizecountingonly thecorecomponentsThis indicateshatWafeandCineast
provide a powerful prototypingervironmentfor Web basedapplications.The Cineastorowser
waspresentedirst atthe WWW6 conferencen a postersessior(Koppenetal. 1997).
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4.2 Security Support

In the Cineasbrowserwe useSSLeay(Youngetal. 1997)for cryptographicsupport.SSLeayis
afreeimplementatiorof SSL (currentlySSLversion2) supportingDES RSARC4andIDEA as
encryptionalgorithmsandMD2, MD5, SHA-1for messagéashing.SSLeaysupportsX.509v3
certificatesand PKCS#1C0certificaterequestsSSLeays functionality is accessibldrom Wafe
by two means:

e Via aprogrammaticinterface Commandgo createandmanipulatecryptographideys, cer
tificate requestsandcertificatesare availableat the TCL-level. Thesecommandsare shavn
in Tablel. Thecreateoperationsreateobjectsof therespectre column,theinput functions
readfiles in the PEM formatanddecryptit if necessaryusinga providedkey). The output
functionstransformtheinternalobjectseitherinto a PEM encodedepresentatiofoptionally
encrypted)pr they producea humanreadabldext. Furthermorahereareoperationgo extract
certainattributesfrom anobjectandto performcertificatemanagement.

RSA X509Request X509Certificate

Create: WwW3RSA new w3X509 REQ.new
Input: wW3RSA decode w3X509REQ.decode w3X509 decode

Output: w3RSA_pem w3X509 REQ_pem w3X509 pem
W3RSA text w3X509 REQ_text w3X509 text
Sign: w3X509.REQ.sign
Verify: w3X509.verify
GetAttr: w3X509 REQ getPubky w3X509 get
Special: w3RSA.spkac w3X509 load\krifyLocations

w3X509 addCertFile

Others: w3Text_sign,w3Text_verify, w3CertCtxnew, w3CertCtxfree

Table1 SSLeay-Functionsurrentlysupportedn the Wafe environment

e Throughanadditionalprotocolfor liobwww. HTTPS(HTTP over SSL) beenaddedasanad-
ditional protocolto libwww. Securerequestdor documentsan be configuredand started
exactly like HTTP/1.1requestsEachindividual requestanbeconfiguredrrom the Tcl level
with differentsecurityrelevantinformation suchasa client certificateor a certificatecon-
text for validation.This facilitatesthe deploymentof multiple certificatevalidation policies
which canhave differentrequirementsn termsof acceptectertificateauthorities crosscer
tification depthor other parameterof a specifictrust model. In principle, this certificate
validationlogic canbe storedin a centralizedepositoryandretrieved by client applications
usingthe LDAP protocol.

Thefollowing sectiongliscussertificateacquisition certificateverificationandcertificateman-
agementn the W3 context.

(a) Certificate Acquisition
In orderto obtainacertificateCineasfollowsthePublicKey CryptographyStandarciumberl0
(PKCS#10 asdefinedby RSA LaboratoriefRSA 1993).In this standarda certificaterequest
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containsthe distinguishechame(DN), a public key andoptionally a setof attributesprovided
by the requesterThe requestesignsthe requestwith his privatekey. In the W3 context the
primary meango prompta userfor dataareHTML forms. Thereforewe useaform to collect
theorganizationabhndpersonabataaswell asthe key sizefrom theuser

Whenthe PKCS#1Qequesis generateé RSAkey pair hasto begenerated- preferablyon
theclientside.TheCineasbrowserusegheeventtypeonSubmit to callthemethodPKCS#10 to
post-procestheinputfieldsandto transformit into a PKCS#1QertificaterequestThisrequest
is submittedo a CGl scriptonthesener side,whereit is placedinto arequestepositoryof the
CA (seeFigured).

W3 Browser HTTP Server

Certificate Repository || +—— CA
Form Fields /
l post- Request Repository

processing T @

X.509 Request cgi-script

@ ‘ URL-encoded X.509 Request in PKCS#10

Notification Containing URL pointing to X.509 certificate in PEM or DER format

Figure4 Proces®f CertificateAcquisition.

When the CA issuesthe certificate it retrieves the requestfrom the repository pro-
cessedt and placesthe generatedX.509v3certificateinto the certificate repository Then
it either generatesa URL pointing to the certificate or, alternatvely, sendsthe certificate
to the uservia email. When the certificateis transmittedthe MIME contenttype is setto
application/x-x509-user-cert. Thereis no encryptionnecessarysince the certificates
containonly public data.The format manageiof libwww allows to registera specialhandler
for this contenttype,which will save the obtainedcertificateinto the users personatertificate
repository Whena W3 sener requiresclient authenticationn the SSL handshak& the browser
canpresentlist of personatertificatego the userwho canchoosethe appropriateone.

Our approachfor generatingkeys differs from Netscapes Navigator and Communicator
(Netscapel996)wherea special nhon-standardHTML form inputfield namedKEYGEN is intro-
duced.This tagis “magically” displayedin the form asan option menufor choosingthe key
size.Whentheform is submittedthis tag causeshe generatiorof thekey pairandtheso-called
SPKAC (signedpublic key and challenge DER andbase64encodedYield is transmittedto-
gethemwith the DN informationto the sener. The SPKAC formatwasintroducedby Netscape.
Comparedvith theapproachusedin Navigatorour approachasthefollowing advantages:

1. Cineastdoesnotintroduceary new formats(suchasSPKAC).
2. Cineastdoesdo notintroduceary “magical” HTML form inputfields.

3. Theimplementatiorof the Navigator definesthe entriesof the option menu.lt is not clear
how theseautomaticallygenerateentriescanbe providedin differentlanguages.

4. Cineastdoesnotrequireary input method(suchasanoptionmenuor atext field), the order
of theentriesis arbitrary
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5. Cineastkeepsthe PEM-encodedertificatesin a readabledirectory the certificatescanbe
usedfor otherapplicationsaaswell. The Navigatorusesnon-documentetbrmat.

However, Cineastrequires(like NetscapeNavigator) certainnamesfor the input fields andit
makesuseof amoregeneralmethodwhichis notrestrictedo a singleapplication.

Microsoft's InternetExplorer(IE4) seemdo offer a functionality similar to NetscapeNav-
igator by meansof a “magical” hiddenform input field; currently Microsoft doesnot publish
documentatioraboutthis.

(b) Certificate Verification

In addition to the personalcertificatesthe browvser maintainsa repository of CA certifi-

cates.CA certificatescan be addedsimilar to user certificatesby using the content-type
application/x-x509-ca-cert. TheseCA certificatesare usedto verify the certificates
of otherparties.To introducea higherdegreeof flexibility, SSLeayallows to createmultiple

certificate contexts, with possibly non-disjoint setsof trusted CA certificates.A certificate
contet specifieswhich CAs aretrustedin a particularsituation. Examplesfor such context

specifictrustmanagemennightbein interactionsvith abank,a cooperatiorprojectwith other
companiessomeconfidentialresearctprojectsor private communicationsFigure5 displays

= Cineast: Certificates (E=
5 3
Certificate — Edit a Certificate
Management m %, Verification Context
Fersonad: You have selected the following Certificate Verificaion Context:
8\ |- o =
ol [ others [Context Identifier [INTERN
: ] |Context description |Internal CAs only
. [Siles: |
l' N _ Servers Belowr are the CA certificates which are used to verify signatures if |
=g context INTERN is active. =
Accepted CAs All CAs
ﬁ Certificate democa,wi-inf,uni-essen,de  |ATET Bell Laboratories Prototype Re A
- WA 5| [Context peraca,wi-inf,uni-essen,de  |Verizign, Inc, Class 2 Public Certi
P democa,wi-inf,uni-essen,de
persca,wi-inf,uni-essen,de
Request a Test democa, wu-wien, ac, at
Certificate from - Thaute Consulting cc Certification | »
Iohegan
ﬂlthe CA currently selected in the list of all CAs.
i Remave |the CA currenfly selected in the list of accepted CAs. Vi
= [ = = [ =

Figure5 CertificateManagemenin the CineasBrowser

thecertificatemanagemenwindow of the Cineastrowser Theright partof thewindow allows
to edit the certificationcontext named“INTERN' whereCAs canbe addedor removed from
thelist of trustedCAs.

TheWafe examplecodebelow shavs thetechnicalrealizationof the basictasksin theWafe
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environment.A new certificatecontext is createda CA is addedinto this context and a test
certificateis verifiedin this context.

set cert [loadFile ~/wafe/src/cineast/test.cert]

set ctx [w3CertCtx_new]

w3X509_addCertFile ~/.cineast/ssl/certs/vsignl.pem pem $ctx

if [string match 1 [w3X509_verify [w3X509_decode $cert] ""] $ctx] {
puts "verification of certificate in context $ctx FAILED"

}

At thetime of this writing all the basicmechanismso supportthe certificatecontets areim-
plementedn the Wafe ervironment.For example,every new https requesttanbe configured
with a certificatecontext througha requestttribute. What's currentlymissingfrom the graph-
ical userinterfaceis someeasyand intuitive way to specify the context to be used.We are
planningto allow the userto setthe certificatecontect per(named)orowserinstance.

5 CONCLUSIONAND SUMMARY

This paperdefinesa framewvork containingthe core servicesneededfor the developmentof
a scalableintranetarchitecture We concentratedrom the architecturalpoint of view on the
authenticatiorservicethatplaysthecentralrole in this framewvork. Thetechnologiesor domain
managementommunicatioranddirectoryservicesaretodayavailableandwell understoodan
authorizatiorserviceis in our applicationcontext still in its early days.We tried to emphasize
thata prototypingenvironmentis neededand presenteaur approachusing Wafe whereonly
very little codewasneededo implementthe Cineastbrowser We demonstratedhatin some
respectour browser comparedavorably with Netscapes Navigator and CommunicatarWe
believe that our ervironmentis a productive platform for extendingsecuritymanagemento
experimentor to developnew securitycomponentge.g.with regardto accessontrolor policy
managemenndto build novel Webapplications.
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