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Abstract

Thispaperpresents first steptowardsa securitymodel
that definesaccessontiol for logical documenstructues.
This modelbenefitsfrom rolesto abstract from uses and
from securitylevels(classifications}hat abstract from ob-
jects. Thesecuritylevelsare definedon top of a comple
documenstructure which will be neededor real webap-
plications. Sincea userclearancefor an opemtion canbe
designatedromrolesandpermissionsyweusea lattice that
definesa partial order over classificationso male an au-
thorisationdecision.Ordinary uses shouldbe ableto han-
dletheright managemenbf their documentsTheproposed
modelcanbeusedin a decental way:.

1. Intr oduction

Whenthe Inter- or Intranetis usedfor cooperatie work
the userswantto createnew documentdo be sharedwith
othersor they wantto getaccesdo documentsreatedby
others. In a project complex hyperlinked documentsare
sharecamongthe participantsvho areworking collectively
on documentsthat are built from several physical units.
Theseunits are locatedtypically on variousdecentralised
web senersthat are ownedand maintainedby fairly inde-
pendenipartsof anorganisatioror by a singleuser In this
paperwe envision an ervironmentwherefor exampleeach
useris ableto publishhis own document®n his privateweb
sener. This owner of the web sener givesotherusersthe
ability bothto readandto upload(write) documents.

The web is growing to be a distrututed platform for
truly (e-commercegooperatie applicationghatdealswith
alargenumberof documentsvhicharenotequallysensitve
and consequenthare not entrustedo every user For this
reasorboth the managemenof the documentsaindthe ad-
ministrationof accessightsis becomingncreasinglycom-
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plex. This paperis the first steptowards a systemthat
shouldempaver andenablethe userto administerthe ac-
cessrights of his documentavhile keepingthesecoherent
with enterprisavide policies. In this paperwe concentrate
onsinglewebsenersandaddressolelythereadoperation.
The write operationandthereforesecureinformation flow
will beconsideredn futurework.

The paperis structuredas follows: In Sectionl.1, we
definethelogical documentstructure.We describein Sec-
tion 1.2 how documentstructuringandlayouting concepts
areusedto definesomepoliciesandhow theseconceptsare
relevantfor accesgontrol. A latticewill beusedto definea
partial orderover therelevantclassificationof the compo-
nentsof a document.Section2 offers a brief discussiorof
therequirementd$or accessontrolin distributedhypertext
systemsandgivesbrief descriptionof approachem this di-
rection. In Section3 and4, we describeour lattice-based
authorisationmodel that can be usedin an decentralised
ervironment. This modelusesrolesto abstractfrom sub-
jects and classificationsto abstractfrom objectsin order
to make simplify domainmanagemengadministration).In
Section5, we proposean architecturefor an implementa-
tion. Finally, Section6 offers concludingremarksand a
brief descriptionof futurework.

1.1 Logical hypertext documents

As mentionedabove this work focuseson accesscon-
trol in Inter-/Intranetbasedhypertet systemsusing XML.
XML [4] is a recommendatioof the W3 Consortiumand
is regardedasalikely successoof HTML [22]. In ahyper
text systema logically closeddocuments built from sev-
eralphysicalunits. We distinguishherebetweenra physical
documentanda logical document.The physicaldocument
structureis simply the setof files (text, imagesDTD, style
information, etc.) neededo definea documeniseeFigure
1). A logical documenstructurecanbe definedalongthe
following orthogonalkoncepts:Documentstructure,Com-
positestructure Navigationalstructure Layoutdefinition.

The documentstructuie defineshow a single unit (file)
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Figure 1. Physical document structure (many
interlinked files).

is built of elementdtitle, paragraphaddressfigure, etc.).
The documentstructureis definedthrougha markuplan-
guage Markuplanguaged®asedon SGML [1] (like HTML
or XML) allow eachelementto have attributes.We recom-
mendthe useof XML for Web baseddocumentssince(a)
it ensureqin contraryto HTML) a well definedstructure
for the documentsand (b) it is the basisfor variousnovel
extensiongsuchasRDF, XLink, andnamespace$2]).

The compositestructure defineshow a compositedocu-
mentis built from smallercomponentsvhich canbe either
compositedocumentaswell or basicunits. A typical Web
documentis composef several sourcefiles that canbe
markuptext, imagesor othercomponents.

Thenavigationalstructure defineshow a usercanmove
aroundwithin andbetweendocumentsy following links.
The navigational links permit non-sequentiateading (or
writing) [19].
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Figure 2. Embedding and linking of basic
units to form composite and logical docu-
ments.

The compositeand navigational structureis definedby
XLink (XML Linking Language)17]. XLink providesa
simple set of constructs(e.g. XML el enent | i nk) to
describdinks betweerelementsA link hassomeattributes
to expressits behaiiour. The SHOW attribute (valueeither
EMBED or REPLACE) of a link indicateswhethereach
linked resourceshouldbe embeddedn the currentdocu-
mentor shouldbe presentedeparatelyThe ACTUATE at-
tribute (value either AUTO or USER) defineswhetherthe
link shouldbe activated automaticallyon load or by user

interaction. For instancea link with the attribute values
AUTO andEMBED is similarto the<l MG>-Tagin HTML.
Figure2 shavs how basicunitscanbe embeddedo form a
compositedocument.

A logical documents definedasthe setof documents
connectedhroughnavigationallinks. The elementsof this
setrepresent singlelogical content. In this paperwe as-
sumefor thetechnicalrealizationthatalogical documents
formedby thetransitive closureof all the navigationallinks
startingfrom anentry point.

Finally the layout definition specifieshow the elements
of the documentcompositeand navigational structureare
renderedandpresentedo the users.CSS(Cascadindstyle
Sheets]16] is agoodcandidateor alayoutdefinition lan-
guage. CSSdescribeghe presentatior(e.g. fonts, colors
andspacing)of structureddocuments.

1.2 Accesspoliciesfor logical documents

We usein thispaperthetermclassificatiorasin themost
of theliterature(e.g.[3]) to expressthe level of the sensi-
tivity of adocumenir its component.Thetermclearance
is usedto expressthe degreeof trustassociateavith a user
Both classificationand clearancesre called also security
labelsthatcanbeattachedo thedocumentsandto theuser
In a lattice modelsuchas[24, 5] the setof securitylabels
form a lattice structurewith a partially ordereddominance
relation> anda leastupperboundoperator In this paper
we usesucha dominancerelationto comparethe classi-
fication of a requestedlocumentand the clearanceof the
requestein orderto make the authorisatiordecision. The
setof securitylabelsusedin this work will be determined
from the documentowner which form a lattice. For some
applicationsa hierarchyof securitylabelscanbe suficient.

As mentionedn [14, 18] informationmustbe generally
protectedfrom threekinds of threats:(a) the unauthorised
disclosure,(b) the unauthorisedmodificationand (c) the
unauthorisedvithholding of information. In this paperwe
addresghe unauthorisedlisclosureof information stored
in Web documents. Thereforewe distinguishthe follow-
ing mutualexclusive classe®f policiesfor enforcingaccess
controlin anInter-/Intranetcontext: AccessDenial Policy,
CovertCensurdPolicy andCensurdolicy. Theotherkinds
of threatswill beaddresseth futurework.

The AccessDenial Policy is usedwhenanaccesgo an
entirelogical documenwill be deniedif it containsunau-
thorisedinformation(for a specificuser).

The Covert Censue Policy filters the unauthorisedn-
formationfrom the document. The presentedlocuments
incompleteandthe usercannotinfer theincompleteness.

TheCensue Policy filters alsotheunauthorisedéhforma-
tion from thedocumentindreplacet with astandarclace
holder The presentediocumenis alsoincompletebut the



useris ableto seetheincompleteness.

Fromthesecuritypointof view andwith respecto these
policiesboththe structuringconceptsandthe layoutdefini-
tion arerelevant. For examplewe cannow apply the poli-
ciesabove on the compositestructue andthe navigational
structuie. Considerfor exampleFigure2 thatdepictsalogi-
cal documentontainingcompositecomponentggray box)
andnavigationallinks. Boththecompositecomponentand
the navigationallinks canbe subjectsof security In order
to be ableto presenta compositedocumentcompletelyto
the useraccordingto the“AccessDenial Policy”, thecom-
positedocumentasa whole musthave a classificatiornthat
is at leastthe level of classificationof the most classified
information it containsin all embeddedparts (multilevel
documentin [14]). If we usethe “Covert CensurePolicy”
all navigationallinks pointing to unauthorisednformation
mustbe filtered beforethe documents presented By us-
ing the layoutdefinitionlanguageCSSit is alsopossibleto
prohibitvisualisationof somedocumentlementor parts.

Thedocumenstructue canbeusedaswell for example
in e-commerceapplications. Becausédt canbe necessary
to sigh someelementf a document(e.g.contractagree-
ment). This canbe achiezed by usingdigital signatureon
thoseelementof a documentdocumentstructure).Since
the main goal of the paperis to dealwith accesscontrol
thesetwo issueswill notbediscussedurther.

2. Requirements for AccessControl in Dis-
trib uted Hypertext Systems

In this paperwe are concernedwith cooperatie work
thatis carried out by peopleworking in an organisation.
Documentsaresharecamongpeopleor projectsin aninter-
or Intranetcontext. The documentsareplacedtypically on
variousdecentralisesvebsenersthatareownedandmain-
tainedby fairly independenpartsof the organisation. In
an Intranetthereis often one web sener per department,
sometimegpersonalveb senersareused.Oneof the chal-
lengesof this paperis to designa securitymechanisnthat
is bothapplicablen thedecentralisedontext (no complete
knowledgeaboutall objects)andwhich is manageabldy
users(ratherthan systemadministratorthat want to share
informationin a controlledway.

Finally thereis a quantity problem: the documentswe
are dealingwith have complex structuresometimescom-
posedf hundredof physicalunitswhich haveto behandled
in acorvenientway. The numberof potentialuserss over
whelmingaswell. In otherwordsthereis a strongneedfor
abstractiormechanismgor the subjectsandobjectsin the
accesgontrolsystem.Thereforewe proposehefollowing
abstractiormechanisms:

e Useraremodelledby roles[25].

e Rolesobtain rights (clearancespasedon classifica-
tions(for certainoperation).

In additionwe proposesomeof the designgoalsfor access
controlin distributedhypertet systems:

e Navigation restriction. Only authorisedusersshould
be able to navigate througha logical documentor a
partof it (read).

e Documentauthoringintegrity. Only authorisedusers
shouldbeableto createor write alogical documenbr
apartofit.

e Decentralmanagemendf accessontrol. To improve
autonomy privagy andthe documentownershipa de-
centralmanagemendf accessontrolis needechere.
By thisway useranddocumentdministratiormustbe
simplified.

2.1 Relatedwork

In [21, 20] “role-basedaccesgontrolfor theWeb” is de-
finedonthefile or directorylevel. Every useris assignedo
arole. Everyrole haspermissionsn orderto approveapar
ticular operationto accessa document(file). This system
usesanLDAP sener[26] to obtainaccessontrolinforma-
tion. The systemusesdistinguishechamedor the rolesas
definedby the X500 standard8].

ThePhoenixproject[15] is adistributedhypermediau-
thoring systemwhich integratesaccessontrolinformation
to hypermediadocumentsDocumentgfiles) are protected
by meansof ACLs. Eachdocumentincludesa HTML
mark-up elementgiving the URL of an ACL. In orderto
authorisedocumentrequestsa documentsener sendsthe
requestednethod the ACL URL referenceandthe authen-
ticatedclient-nameto an authorisatiorsener. The autho-
risation usethe proposedACL to make a decisionwhich
be returnedto the documentsener. The administrationof
accesgontrolis heredoneby editingthe HTML files. In
additiona sener mustunusuallyparsethe HTML file be-
fore sendingt to theclient.

A capability-baseduthorisationmodel for the WWW
is proposedn [11, 10, 12]. This modelusesa distributed
authorisatioomodelwhich providesauthorisatiorat docu-
mentandcontentdevel (file orlogicaldocumentevel). The
client (user)administrationis simplified asonly onesener
needso know its potentialclients. Documentand content
seners make local authorisationdecisionsusing capabili-
tiespresentedby their clients. Indeedwithout aninitial ca-
pability relatedto the root document,a client will not be
ableto accessary nodefrom the document.By this way a
logical documentcould be protected. The model supports
existing WWW nodemigrationtechniqguesThemajorlimi-
tationof this modelis theregeneratiorof capabilities since
they have avalidity periodthatexpires.



The next sectiondescribeghe authorisationrmodel for
a single documentrepository Section4 discussesccess
control in decentralisecrvironment. Section5 proposes
anarchitecturesuitedfor implementation.

3. The Lattice-BasedAuthorisation Model
3.1 Documentrepository

In thefollowing we call the setof documentsnaintained
by a singleauthoritya documentepository Following the
approachin [19] we assumethat every documenthasan
owner. The owner is the personwho createdand stored
the documentin this repositoryandwho is responsibldor
it. Only the owner hasthe right to withdrav a document,
changeor delggateits accessights. Figure3 shavs an ex-
ampleof a documentrepositorywhich containsa logical
documenthatis built from severalhperlinkedcomponents.
We usethe labelsC; — Cg to denotethe classificationof
thesecomponentg{multilevel document). This labelscan
form alatticeasshavn on theright handof Figure3 where
Co > C1,Cy > (3,01 > (3, C3 > Cg, C3 > Cs and
Cy > C4. A documentrepositorycanbe e.g. the setof
documentselongingto a projector a personstoredon a
web sener. This web sener canbe ownedby single user
Therforeeachdocumentrepositoryhasan owner who has

----» Clearance

—— Hyperlink

Figure 3. Autonomous document repositor y.

themostaccessights(seeFigure3 —shadedole). Thisim-
pliesthattheowneris moretrustworthy thanotherusersand
thereforehe is assignedo the highestsecuritylabelin the
system(in Figure3 — C thatdominatesll otherlabels).In
additionthe owneris ableto (a) definenew classifications
in the documentrepository (b) defineall the rolesneeded,
and(c) createnew documents&indclassifyexisting ones.|f
assignectlassificationsand clearanceghangeover time a
reomganisatiorof affectedroles,permission@anddocuments
will beinitiatedfrom the ownerof thedocumentepository

The following basicrequirementsnustbe supportedoy
adocumentepository:

e Authentication:In orderto getaccesso thedocument
repositoryeachuserhasto beidentified.

e Authorisation:A documentepositorymustbe ableto
decideif agivenuseris allowedto accesadocument.

e Autonomy: Authenticationand authorisationare de-
cision determinedsolely within the repository Role
namesandsecuritylabelscanbe freely chosen since
eachdocumentrepository should hasits own name
spacee.g. by using DN (distinguishedname) from
X500 standard8].

We assumeherethat a successfubuthenticatiorhasbeen
establishedor exampleby usingX509 certificateq9]. Au-
thorisationandautonomywill bediscussedbelow.

3.2 Lattice-based authorisation model within a
documentrepository

Themaintaskof anauthorisatiormodelis to determine
whethera subjectis allowed to performan operationon a
document.In this papera subjectis eitherthe owneror an
arbitraryuser Figure4 shavs which stepsare neededo
malke anauthorisatiordecision:

[ Subject )—( Operation )—»( Document]

Role Lookup Class Lookup

Role(Subject) Class(Document)

N
Permissions
Lookup

s Clearancer?

{Clearancel,

Yes/

Clearancg No

i=1..n
Figure 4. Authorisation decision.

1. RoleLookup. A role for eachuserwill be automati-
cally or manuallydetermined.

2. ClassLookup.A classificatiorfor eachdocumentwill
bedetermined.

3. PermissiorLookup. Everyrole is equippedwith per
missions.Permissionslesignatehe clearance$or op-
erations. Permissionlookup resultsin a setof clear
anceshatis implied by therole hierarchy



4. Lattice. At this stepit will be determinedvhetheran
accesswill be allowed or deniedby using the clear
anceof thesubjectclassificatiorof thedocumenand
adominanceelation.

Considerfor examplethe multilevel documentdepictedin
Figure3. Eachuserin role“Role,” will obtainapermission
that correspondso the clearance’;. Sincethis clearance
dominatesall other securitylabelsthis useris allowed to
navigate(read)throughtheentirelogicaldocumentlin con-
trary, accordingto thelattice anotheruserin either“Role,”
or “Role.” will have a restrictedreadaccesgo the whole
logical document.Role, (Role.) is equippedwith permis-
sionsthatcorrespondo C's andC's; (Cs andCp).

4. Authorisation in DecentralisedEnvir onment

In an Inter or Intranetcontext a userwill needdoc-
umentsfrom several independentdocumentrepositories.
Sinceeachdocumentepositoryis anautonomougrviron-
mentit hasits own securitypolicy typically with different
roles, permissionsand documentclassifications. Further
moreeachdocumentepositoryhasits own local latticethat
controlsaccesgo therepository In orderto defineaccess
control within several independentdocumentrepositories
theselocal latticesare involved in a decentralway. This
causeghatthe labelsfrom differentlatticesmustbe either
director througha mappingfunctioncomparable.

Figure5 depictstwo documentrepositorieswith differ-
entlattices. Thedocumentdl1, D11 andD12 arehper

. Document Repository
Document Repository

Rep Rep,

local Lattice }

....... » Request flow
—— Hyperlink

Figure 5. Decentralised authorisation model.

linkedcomponent®f agivenlogicaldocumentConsidera

userthatdesirego navigatethroughthis logical document.
Sincethesedocumentsredifferentlyclassifiedandbelong-
ing to differentdocumentepositorieshe usermustbe sep-
aratelyauthorised. For this purposethreerequestsare re-

quired (Figure 5 — dashedarrows). Eachrequestwill be

separatehhandled.This meanghateachdocumentepos-
itory hasto achieve the two stepsmentionedabove (Role

Lookup and PermissionLookup) in orderto authorisethe

requestd , 2 and3 by usingthelocal lattices.

5. Implementation Issues

In this sectionwe give ashortdescriptionof anarchitec-
ture suitedto implementhelattice-baseéccesgontrolfor
a single documentrepository This architecturehasthree
basiccomponentgseeFigure6):

User

Operation on Documents

Owner
read(User, Document)

Operation on Metadata and Documents
write(User, Document)

read, write, create, classify, delete
| Document Metadata

Rules M M Rules

User Metadata

Facts il M Facts

Role & Permission Lookup Class Lookupjj

clearance classification

User
and / or ;
Owner Lattice

Document Repository

Figure 6. Authorisation manager for a docu-
ment repositor .

Access Denied

Document or Acknowledgemen|

User Metadata. This components usedto determinethe
clearance®f a user Theseclearancesvill be desig-
natedfrom bothrolesandpermissionsin otherwords
the main task of this componentis to determinethe
rolesof a user(Role Lookup) andto determinefrom
theserolesthepermissiongPermissionsookup). The
assignmentanbeeitherachievedby usingsomefacts
(e.g.askingaLDAP sener[26]) or by evaluatingsome
rules.

Document Metadata. This components usedto deter
minethe classificatiorof a documeniClassLookup).
The classificationof the documentwill be givenby a
fact(e.g.trustedPICS[23]).

Lattice. Thiscomponents usedto determinewhetheran
accesawill be allowed or deniedby using the previ-
ously determinatedclearanceof a given subjectand
classificationof the desireddocument. The Owneris
responsibldo definethedominanceelation.

Generallya subjectneedsfor every operationat leastthe
right to readthe documentanetadata.We distinguishbe-
tween operationsperformedon documentsand on meta-
data:



e Opeimationson Documentscan be performedboth by
userand owner. A readoperationreturnseither the
requestedlocumenr failure code,a write-operation
returnsalwaysareturncodethatindicateswhetherthe
write wassuccessfubr not.

e Opemtionson Metadatacan be performedsolely by
theowner. Theowneris allowed(a)to createarole, (b)
to assigrrolespermissions(c) to classifyadocument,
and(d) to deletedocumentstolesandpermissions.

6. Conclusionand Futur e Work

In this paperwe have describeda first steptowardsde-
signing a security mechanisnthat can be usedin decen-
tralisedapplicationsover the Inter- or Intranet. We focus
on the easeof administrationto allow usersto sharein-
formationin a controlledway. We usea dual abstraction
mechanisnto reducethe numberof administratve steps:
Rolesareusedto abstracfrom subjectsglassificationsare
usedto abstractfrom objects. Permissionsn the form of
clearance$or operationareassignedo rolesratherthanto
subjectsandcanbe inheritedfrom otherroles. A latticeis
usedto definea partial orderover the classificationf the
documentsWe havefinally presenteénarchitecturdor an
implementation.

Thefuturework will gointo two directions:Most of the
operationsn thewebarereadoperationgor whichthepro-
posedapproachs sufficient. In orderto obtainsomeexpe-
rienceswith our approachwe wantto implementa proto-
typefor therightsmanagemerandaccesgontrol. We will
implementthe systemusing the prototyping ervironment
Cineast[13] which has sener and browser functionality
and coverscryptographicsupportvia SSL (SecureSoclet
Layer) [7]. Secondlywe wantto put more effort into the
securehandlingof write operationsn the web (supportfor
the HTTP PUT method[6]). We aretrying to usethe lat-
ticesto restrictthe informationflow. In our opinion, if we
succeedhiswill beanimportantsteptowardstruly collab-
orative webervironments.
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