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Abstract

Thispaperpresentsa firststeptowardsa securitymodel
that definesaccesscontrol for logical documentstructures.
This modelbenefitsfrom roles to abstract from users and
from securitylevels(classifications)that abstract from ob-
jects. Thesecuritylevelsare definedon top of a complex
documentstructure which will be neededfor real webap-
plications. Sincea userclearancefor an operation canbe
designatedfromrolesandpermissions,weusea latticethat
definesa partial order over classificationsto make an au-
thorisationdecision.Ordinaryusersshouldbeableto han-
dle theright managementof their documents.Theproposed
modelcanbeusedin a decentral way.

1. Intr oduction

WhentheInter- or Intranetis usedfor cooperativework
the userswant to createnew documentsto be sharedwith
othersor they want to get accessto documentscreatedby
others. In a project complex hyper-linked documentsare
sharedamongtheparticipantswhoareworkingcollectively
on documentsthat are built from several physical units.
Theseunits are locatedtypically on variousdecentralised
webserversthatareownedandmaintainedby fairly inde-
pendentpartsof anorganisationor by a singleuser. In this
paperwe envision anenvironmentwherefor exampleeach
useris ableto publishhisown documentsonhisprivateweb
server. This ownerof the web server givesotherusersthe
ability bothto readandto upload(write) documents.

The web is growing to be a distrubuted platform for
truly (e-commerce)cooperativeapplicationsthatdealswith
alargenumberof documentswhicharenotequallysensitive
andconsequentlyarenot entrustedto every user. For this
reasonboth themanagementof thedocumentsandthead-
ministrationof accessrightsis becomingincreasinglycom-
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plex. This paper is the first step towards a systemthat
shouldempower andenablethe userto administerthe ac-
cessrights of his documentswhile keepingthesecoherent
with enterprisewide policies. In this paperwe concentrate
onsinglewebserversandaddresssolelythereadoperation.
The write operationandthereforesecureinformationflow
will beconsideredin futurework.

The paperis structuredas follows: In Section1.1, we
definethe logical documentstructure.We describein Sec-
tion 1.2 how documentstructuringandlayoutingconcepts
areusedto definesomepoliciesandhow theseconceptsare
relevantfor accesscontrol.A latticewill beusedto definea
partialorderover therelevantclassificationsof thecompo-
nentsof a document.Section2 offersa brief discussionof
therequirementsfor accesscontrol in distributedhypertext
systemsandgivesbrief descriptionof approachesin thisdi-
rection. In Section3 and4, we describeour lattice-based
authorisationmodel that can be usedin an decentralised
environment. This modelusesroles to abstractfrom sub-
jects and classificationsto abstractfrom objectsin order
to make simplify domainmanagement(administration).In
Section5, we proposean architecturefor an implementa-
tion. Finally, Section6 offers concludingremarksand a
brief descriptionof futurework.

1.1. Logical hypertext documents

As mentionedabove this work focuseson accesscon-
trol in Inter-/Intranetbasedhypertext systemsusingXML.
XML [4] is a recommendationof the W3 Consortiumand
is regardedasa likely successorof HTML [22]. In ahyper-
text systema logically closeddocumentis built from sev-
eralphysicalunits. We distinguishherebetweena physical
documentanda logical document.Thephysicaldocument
structureis simply thesetof files (text, images,DTD, style
information,etc.) neededto definea document(seeFigure
1). A logical documentstructurecanbedefinedalongthe
following orthogonalconcepts:Documentstructure,Com-
positestructure,Navigationalstructure,Layoutdefinition.

The documentstructure defineshow a singleunit (file)



Figure 1. Physical document structure (many
interlinked files).

is built of elements(title, paragraph,address,figure,etc.).
The documentstructureis definedthrougha markuplan-
guage.MarkuplanguagesbasedonSGML [1] (likeHTML
or XML) allow eachelementto haveattributes.We recom-
mendthe useof XML for Web baseddocumentssince(a)
it ensures(in contraryto HTML) a well definedstructure
for the documentsand(b) it is the basisfor variousnovel
extensions(suchasRDF, XLink, andnamespaces[2]).

Thecompositestructure defineshow a compositedocu-
mentis built from smallercomponentswhich canbeeither
compositedocumentsaswell or basicunits. A typical Web
documentis composedof several sourcefiles that can be
markuptext, images,or othercomponents.

Thenavigationalstructure defineshow a usercanmove
aroundwithin andbetweendocumentsby following links.
The navigational links permit non-sequentialreading(or
writing) [19].
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Figure 2. Embed ding and linking of basic
units to form composite and logical docu-
ments.

The compositeandnavigationalstructureis definedby
XLink (XML Linking Language)[17]. XLink providesa
simple set of constructs(e.g. XML element link) to
describelinks betweenelements.A link hassomeattributes
to expressits behaviour. TheSHOW attribute(valueeither
EMBED or REPLACE) of a link indicateswhethereach
linked resourceshouldbe embeddedin the currentdocu-
mentor shouldbepresentedseparately. TheACTUATE at-
tribute (valueeitherAUTO or USER)defineswhetherthe
link shouldbe activatedautomaticallyon load or by user

interaction. For instancea link with the attribute values
AUTO andEMBED is similar to the<IMG>-Tagin HTML.
Figure2 showshow basicunitscanbeembeddedto form a
compositedocument.

A logical documentis definedas the setof documents
connectedthroughnavigationallinks. Theelementsof this
setrepresenta singlelogical content. In this paperwe as-
sumefor thetechnicalrealizationthata logicaldocumentis
formedby thetransitiveclosureof all thenavigationallinks
startingfrom anentrypoint.

Finally the layout definitionspecifieshow the elements
of the document,compositeandnavigationalstructureare
renderedandpresentedto theusers.CSS(CascadingStyle
Sheets)[16] is a goodcandidatefor a layoutdefinitionlan-
guage. CSSdescribesthe presentation(e.g. fonts, colors
andspacing)of structureddocuments.

1.2. Accesspoliciesfor logical documents

Weusein thispaperthetermclassificationasin themost
of the literature(e.g.[3]) to expressthe level of the sensi-
tivity of a documentor its component.Thetermclearance
is usedto expressthedegreeof trustassociatedwith a user.
Both classificationand clearancesarecalled also security
labelsthatcanbeattachedto thedocumentsandto theuser.
In a lattice modelsuchas[24, 5] the setof securitylabels
form a latticestructurewith a partially ordereddominance
relation ! anda leastupperboundoperator. In this paper
we usesucha dominancerelation to comparethe classi-
fication of a requesteddocumentand the clearanceof the
requesterin orderto make the authorisationdecision.The
setof securitylabelsusedin this work will be determined
from the documentowner which form a lattice. For some
applicationsahierarchyof securitylabelscanbesufficient.

As mentionedin [14, 18] informationmustbegenerally
protectedfrom threekindsof threats:(a) the unauthorised
disclosure,(b) the unauthorisedmodification and (c) the
unauthorisedwithholding of information. In this paperwe
addressthe unauthoriseddisclosureof information stored
in Web documents.Thereforewe distinguishthe follow-
ing mutualexclusiveclassesof policiesfor enforcingaccess
control in an Inter-/Intranetcontext: AccessDenialPolicy,
CovertCensurePolicy andCensurePolicy. Theotherkinds
of threatswill beaddressedin futurework.

The AccessDenial Policy is usedwhenan accessto an
entirelogical documentwill be deniedif it containsunau-
thorisedinformation(for a specificuser).

The Covert Censure Policy filters the unauthorisedin-
formationfrom the document.The presenteddocumentis
incompleteandtheusercannot infer theincompleteness.

TheCensurePolicy filtersalsotheunauthorisedinforma-
tion from thedocumentandreplaceit with astandardplace
holder. Thepresenteddocumentis alsoincompletebut the



useris ableto seetheincompleteness.
Fromthesecuritypointof view andwith respectto these

policiesboththestructuringconceptsandthelayoutdefini-
tion arerelevant. For examplewe cannow apply the poli-
ciesabove on thecompositestructure andthenavigational
structure. Considerfor exampleFigure2 thatdepictsalogi-
caldocumentcontainingcompositecomponents(graybox)
andnavigationallinks. Boththecompositecomponentsand
the navigationallinks canbe subjectsof security. In order
to be ableto presenta compositedocumentcompletelyto
theuseraccordingto the“AccessDenialPolicy”, thecom-
positedocumentasa wholemusthave a classificationthat
is at leastthe level of classificationof the mostclassified
information it containsin all embeddedparts (multilevel
documentin [14]). If we usethe “Covert CensurePolicy”
all navigationallinks pointing to unauthorisedinformation
mustbe filtered beforethe documentis presented.By us-
ing thelayoutdefinitionlanguageCSSit is alsopossibleto
prohibit visualisationof somedocumentelementsor parts.

Thedocumentstructure canbeusedaswell for example
in e-commerceapplications. Becauseit canbe necessary
to sign someelementsof a document(e.g.contractagree-
ment). This canbeachievedby usingdigital signatureson
thoseelementsof a document(documentstructure).Since
the main goal of the paperis to deal with accesscontrol
thesetwo issueswill not bediscussedfurther.

2. Requirements for AccessControl in Dis-
trib uted Hypertext Systems

In this paperwe are concernedwith cooperative work
that is carriedout by peopleworking in an organisation.
Documentsaresharedamongpeopleor projectsin anInter-
or Intranetcontext. Thedocumentsareplacedtypically on
variousdecentralisedwebserversthatareownedandmain-
tainedby fairly independentpartsof the organisation. In
an Intranetthereis often one web server per department,
sometimespersonalwebserversareused.Oneof thechal-
lengesof this paperis to designa securitymechanismthat
is bothapplicablein thedecentralisedcontext (nocomplete
knowledgeaboutall objects)andwhich is manageableby
users(ratherthansystemadministrator)that want to share
informationin acontrolledway.

Finally thereis a quantityproblem: the documentswe
are dealingwith have complex structuresometimescom-
posedof hundredof physicalunitswhichhaveto behandled
in a convenientway. Thenumberof potentialusersis over-
whelmingaswell. In otherwordsthereis a strongneedfor
abstractionmechanismsfor the subjectsandobjectsin the
accesscontrolsystem.Thereforewe proposethefollowing
abstractionmechanisms:

" Useraremodelledby roles[25].

" Roles obtain rights (clearances)basedon classifica-
tions(for certainoperation).

In additionwe proposesomeof thedesigngoalsfor access
controlin distributedhypertext systems:

" Navigation restriction. Only authorisedusersshould
be able to navigate througha logical documentor a
partof it (read).

" Documentauthoringintegrity. Only authorisedusers
shouldbeableto createor write a logical documentor
a partof it.

" Decentralmanagementof accesscontrol. To improve
autonomy, privacy andthedocumentownershipa de-
centralmanagementof accesscontrol is neededhere.
By thiswayuseranddocumentadministrationmustbe
simplified.

2.1. Relatedwork

In [21, 20] “role-basedaccesscontrolfor theWeb” is de-
finedonthefile or directorylevel. Everyuseris assignedto
arole. Everyrolehaspermissionsin orderto approveapar-
ticular operationto accessa document(file). This system
usesanLDAP server [26] to obtainaccesscontrolinforma-
tion. Thesystemusesdistinguishednamesfor the rolesas
definedby theX500standard[8].

ThePhoenixproject[15] is adistributedhypermediaau-
thoringsystemwhich integratesaccesscontrol information
to hypermediadocuments.Documents(files) areprotected
by meansof ACLs. Each documentincludesa HTML
mark-upelementgiving the URL of an ACL. In order to
authorisedocumentrequests,a documentserver sendsthe
requestedmethod,theACL URL referenceandtheauthen-
ticatedclient-nameto an authorisationserver. The autho-
risation usethe proposedACL to make a decisionwhich
be returnedto the documentserver. The administrationof
accesscontrol is heredoneby editing the HTML files. In
additiona server mustunusuallyparsethe HTML file be-
foresendingit to theclient.

A capability-basedauthorisationmodel for the WWW
is proposedin [11, 10, 12]. This modelusesa distributed
authorisationmodelwhich providesauthorisationat docu-
mentandcontentslevel (file or logicaldocumentlevel). The
client (user)administrationis simplifiedasonly oneserver
needsto know its potentialclients. Documentandcontent
serversmake local authorisationdecisionsusingcapabili-
tiespresentedby their clients. Indeedwithout aninitial ca-
pability relatedto the root document,a client will not be
ableto accessany nodefrom thedocument.By this way a
logical documentcould be protected.The modelsupports
existingWWW nodemigrationtechniques.Themajorlimi-
tationof thismodelis theregenerationof capabilities,since
they havea validity periodthatexpires.



The next sectiondescribesthe authorisationmodel for
a single documentrepository. Section4 discussesaccess
control in decentralisedenvironment. Section5 proposes
anarchitecturesuitedfor implementation.

3. The Lattice-BasedAuthorisation Model

3.1. Documentrepository

In thefollowing wecall thesetof documentsmaintained
by a singleauthoritya documentrepository. Following the
approachin [19] we assumethat every documenthasan
owner. The owner is the personwho createdand stored
thedocumentin this repositoryandwho is responsiblefor
it. Only the owner hasthe right to withdraw a document,
changeor delegateits accessrights. Figure3 shows anex-
ampleof a documentrepositorywhich containsa logical
documentthatis built from severalhperlinkedcomponents.
We usethe labels #%$ – #'& to denotethe classificationof
thesecomponents(multilevel document). This labelscan
form a latticeasshown on theright handof Figure3 where
#)(*!+#%$ , #%$,!-#'. , #%$,!-#'/ , #'.0!1#'& , #'.0!1#32 and
# / !4#)5 . A documentrepositorycan be e.g. the set of
documentsbelongingto a projector a personstoredon a
web server. This web server canbe ownedby singleuser.
Therforeeachdocumentrepositoryhasan owner who has
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Figure 3. Autonomous document repositor y.

themostaccessrights(seeFigure3 – shadedrole). Thisim-
pliesthattheowneris moretrustworthythanotherusersand
thereforehe is assignedto the highestsecuritylabel in the
system(in Figure3 – #3( thatdominatesall otherlabels).In
additionthe owner is ableto (a) definenew classifications
in thedocumentrepository, (b) defineall the rolesneeded,
and(c) createnew documentsandclassifyexisting ones.If
assignedclassificationsandclearanceschangeover time a
reorganisationof affectedroles,permissionsanddocuments
will beinitiatedfrom theownerof thedocumentrepository.

Thefollowing basicrequirementsmustbesupportedby
adocumentrepository:

" Authentication:In orderto getaccessto thedocument
repositoryeachuserhasto beidentified.

" Authorisation:A documentrepositorymustbeableto
decideif agivenuseris allowedto accessadocument.

" Autonomy: Authenticationand authorisationare de-
cision determinedsolely within the repository. Role
namesandsecuritylabelscanbe freely chosen,since
eachdocumentrepositoryshould has its own name
spacee.g. by using DN (distinguishedname) from
X500standard[8].

We assumeherethat a successfulauthenticationhasbeen
establishedfor exampleby usingX509certificates[9]. Au-
thorisationandautonomywill bediscussedbelow.

3.2. Lattice-based authorisation model within a
documentrepository

Themaintaskof anauthorisationmodelis to determine
whethera subjectis allowed to performan operationon a
document.In this papera subjectis eithertheowneror an
arbitraryuser. Figure 4 shows which stepsare neededto
makeanauthorisationdecision:

Role Lookup Class Lookup

Permissions
 Lookup

Lattice

Subject Operation Document

Role(Subject)

{Clearance  ,  ...   , Clearance }

Class(Document)

1 n

  Yes /
 NoClearancei

i = 1 .. n

Figure 4. Authorisation decision.

1. Role Lookup. A role for eachuserwill be automati-
cally or manuallydetermined.

2. ClassLookup.A classificationfor eachdocumentwill
bedetermined.

3. PermissionLookup. Every role is equippedwith per-
missions.Permissionsdesignatetheclearancesfor op-
erations. Permissionlookup resultsin a setof clear-
ancesthatis implied by therole hierarchy.



4. Lattice. At this stepit will bedeterminedwhetheran
accesswill be allowed or deniedby using the clear-
ancesof thesubject,classificationof thedocumentand
adominancerelation.

Considerfor examplethe multilevel documentdepictedin
Figure3. Eachuserin role“RoleG ” will obtainapermission
that correspondsto the clearance# $ . Sincethis clearance
dominatesall other security labelsthis useris allowed to
navigate(read)throughtheentirelogicaldocument.In con-
trary, accordingto thelatticeanotheruserin either“RoleH ”
or “RoleI ” will have a restrictedreadaccessto the whole
logical document.RoleH (RoleI ) is equippedwith permis-
sionsthatcorrespondto #'. and #'2 ( #32 and #'& ).

4. Authorisation in DecentralisedEnvir onment

In an Inter- or Intranet context a user will needdoc-
umentsfrom several independentdocumentrepositories.
Sinceeachdocumentrepositoryis anautonomousenviron-
mentit hasits own securitypolicy typically with different
roles, permissionsand documentclassifications.Further-
moreeachdocumentrepositoryhasits own local latticethat
controlsaccessto the repository. In orderto defineaccess
control within several independentdocumentrepositories
theselocal latticesare involved in a decentralway. This
causesthat the labelsfrom differentlatticesmustbeeither
director througha mappingfunctioncomparable.

Figure5 depictstwo documentrepositorieswith differ-
ent lattices. The documentsD1, D11 andD12 arehper-
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Figure 5. Decentralised authorisation model.

linkedcomponentsof agivenlogicaldocument.Considera
userthatdesiresto navigatethroughthis logical document.
Sincethesedocumentsaredifferentlyclassifiedandbelong-
ing to differentdocumentrepositoriestheusermustbesep-
aratelyauthorised.For this purposethreerequestsarere-
quired (Figure 5 – dashedarrows). Eachrequestwill be
separatelyhandled.This meansthateachdocumentrepos-
itory hasto achieve the two stepsmentionedabove (Role
Lookup andPermissionLookup) in order to authorisethe
requests1 , 2 and3 by usingthelocal lattices.

5. Implementation Issues

In thissectionwegiveashortdescriptionof anarchitec-
turesuitedto implementthelattice-basedaccesscontrolfor
a single documentrepository. This architecturehasthree
basiccomponents(seeFigure6):
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Figure 6. Authorisation manager for a docu-
ment repositor y.

User Metadata. This componentis usedto determinethe
clearancesof a user. Theseclearanceswill be desig-
natedfrom bothrolesandpermissions.In otherwords
the main task of this componentis to determinethe
rolesof a user(Role Lookup) andto determinefrom
theserolesthepermissions(PermissionsLookup).The
assignmentcanbeeitherachievedby usingsomefacts
(e.g.askingaLDAPserver[26]) or by evaluatingsome
rules.

Document Metadata. This componentis usedto deter-
minetheclassificationof a document(ClassLookup).
The classificationof the documentwill be givenby a
fact(e.g.trustedPICS[23]).

Lattice. This componentis usedto determinewhetheran
accesswill be allowed or deniedby using the previ-
ously determinatedclearanceof a given subjectand
classificationof the desireddocument.The Owneris
responsibleto definethedominancerelation.

Generallya subjectneedsfor every operationat leastthe
right to readthe documentsmetadata.We distinguishbe-
tweenoperationsperformedon documentsand on meta-
data:



" Operationson Documentscanbe performedboth by
userand owner. A read-operationreturnseither the
requesteddocumentor failurecode,a write-operation
returnsalwaysa returncodethatindicateswhetherthe
write wassuccessfulor not.

" Operationson Metadatacanbe performedsolely by
theowner. Theowneris allowed(a)to createarole,(b)
to assignrolespermissions,(c) to classifyadocument,
and(d) to deletedocuments,rolesandpermissions.

6. Conclusionand Future Work

In this paperwe have describeda first steptowardsde-
signing a securitymechanismthat can be usedin decen-
tralisedapplicationsover the Inter- or Intranet. We focus
on the easeof administrationto allow usersto sharein-
formation in a controlledway. We usea dual abstraction
mechanismto reducethe numberof administrative steps:
Rolesareusedto abstractfrom subjects,classificationsare
usedto abstractfrom objects. Permissionsin the form of
clearancesfor operationsareassignedto rolesratherthanto
subjectsandcanbe inheritedfrom otherroles. A lattice is
usedto definea partialorderover theclassificationsof the
documents.Wehavefinally presentedanarchitecturefor an
implementation.

Thefuturework will go into two directions:Most of the
operationsin thewebarereadoperationsfor which thepro-
posedapproachis sufficient. In orderto obtainsomeexpe-
rienceswith our approachwe want to implementa proto-
typefor therightsmanagementandaccesscontrol.We will
implementthe systemusing the prototypingenvironment
Cineast[13] which has server and browser functionality
andcoverscryptographicsupportvia SSL (SecureSocket
Layer) [7]. Secondlywe want to put moreeffort into the
securehandlingof write operationsin theweb(supportfor
the HTTP PUT method[6]). We aretrying to usethe lat-
ticesto restrictthe informationflow. In our opinion, if we
succeedthis will beanimportantsteptowardstruly collab-
orativewebenvironments.
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