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Abstract

TheprotocolWebDAV (World Wide WebDistributedAu-
thoring and Versioning) is an extensionof HTTP/1.1and
definesnewmethodsfor supportingcollaborativework(pri-
marily asynchronouscollaborativeauthoring)on the Web.
ThenewWebDAVmethodsprovidea goodbasisfor building
Web-basedcollaborativeapplications. In order to usethe
new WebDAV functionality, a client applicationmusthave
direct accessto the protocol methodsand mustbe able to
passcertainparametersprovidedbytheuser. CommonWeb
browsers provideonly limited supportfor accessingHTTP
methodsandnosupportfor accessingheaderfieldsdirectly.

This paperpresentsa genericapproach for implement-
ing WebDAV-basedapplicationsby extendingHTML forms
to providedirectaccessto theprotocolmethods(HTTPand
WebDAV methods)andtheheaderfieldsfromwithin a Web
browser. Thisapproach is usedto developa simplecollab-
orativeprojectrepositorybasedonWebDAV.

1. Intr oduction

In general,the World Wide Web hasa high potential
asa platform for distributedgroupwaresystems.Authors
createandchangedocumentslocally anduploadthemto a
Webserver, wherethey canbeaccessedby their collabora-
tors.However, Webbrowsersandserverswhich implement
the protocolHTTP are mostly limited to provide reading
accessto Web documents.For this reason,existing Web-
basedgroupwaresystems(e.g.theBSCWsystem)areim-
plementedusingclient/server sidescripting. Thesescripts
areusedto implementthebasicoperationsneededfor this
kind of applications.

The protocol WebDAV (World Wide Web Distributed
�
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AuthoringandVersioning)which wasdevelopedasanex-
tensionof HTTP/1.1 by the WebDAV working group of
the Internet EngineeringTask Force (IETF) and defines
new methodswhichoffer additionalservicesfor editingand
managingfiles on remoteWeb serversin a structuredway
(e.g.locking, versionmanagement,metadatamanagement,
etc.).WhenusingWebDAV, theWebis becomingarich in-
frastructurefor collaborative applications,wheretheWeb-
DAV methodscan be usedto implementthe basicopera-
tionsneeded(e.g.copy, delete,upload,assignmetadatato
documents,etc.). Scriptingcanbe usedin this context as
well, but not for implementingthebasictasksof collabora-
tion, but to simplify maintenanceof theapplication.

Thepaperis structuredasfollows: In Section2 weintro-
ducethefunctionalityof WebDAV. In Section3, we briefly
summarizerelatedwork in theareaof implementingWeb-
basedgroupwaresystemsandwegiveashortdescriptionof
two systems,BSCWandDReSS.Furthermore,we present
the advantagesof usingWebDAV for thesekind of appli-
cations. Section4 identifies the requirementsof a Web
browseruserinterfaceto usetheprotocolWebDAV andde-
finesthe implementedextensionswithin the Web browser
“Cineast”.Section5 describesasimplecollaborativeappli-
cationusingboththeWebDAV-compliantWebbrowserand
Webserver (e.g.theApacheWebserver extendedwith the
modulemod_dav which implementsthe WebDAV server
side).Thisapplicationis roughlycomparablewith thecore
functionality of the BSCW systemandsupportsa project
repositorywithin an organizationwherethe userswant to
shareproject relateddocumentsand folders. Somefea-
turesof BSCW (e.g. useradministration,group manage-
ment, awarenessinformation)arenot yet implementedin
ourprojectrepository. Section6 offersconcludingremarks
anda brief descriptionof futurework.



2. ExtendedHTTP: WebDAV

WebDAV (World Wide Web DistributedAuthoringand
Versioning)[9] is a conservative extensionof the protocol
HTTP/1.1 [5] and offers additionalserviceswhich allow
usersto updatefiles safelyon remoteWeb servers. Web-
DAV provides a standardinfrastructurefor asynchronous
collaborative authoringacrossthe Internetin orderto turn
theWebinto acollaborativeenvironment.Thecorefeatures
of WebDAV are[23, 9]:� Metadatamanagement.Metadata(Properties)denote

theinformationassociatedwith Webresources,suchas
thetitle, creator, etc. A propertyis a name/valuepair,
wherethenameis a URL, andthevalueis a sequence
of well-formedXML elements[3]. Theprotocoloffers
the ability to create,remove, andquerypropertiesby
usingthenew methodsPROPPATCH andPROPFIND.

� Namespacemanagement.WebDAV definestwo new
methodsCOPY andMOVE to instructtheservertocopy,
move,or deleteWebresources.Deletinga resourceis
alreadyprovidedin theHTTP/1.1specification.

� Collections.ThebaseWebDAV protocolprovidesba-
sic supportfor collections. A collection is like a di-
rectoryin a file system.WebDAV definestheMKCOL
methodfor creatingcollectionsandspecifieshow other
HTTPandWebDAV methodsinteractwith collections.

� Overwrite prevention. The WebDAV extensionsto
HTTPprovidelockingmechanismsin orderto prevent
resourcemodificationsby otherapplications(“lost up-
date” problem). The protocol definesthereforetwo
new methods:LOCK andUNLOCK.

� Versionmanagement.This componentsupportsthe
storageandthemanagementof documentrevisionsfor
laterretrieval [10].

� AccessControl. Sinceresourcesmay be accessible
by multiple applications,an accesscontrol systemis
neededto control how theseapplicationscan access
andalter a resource.This systemdefinesthe access
rightsof a givenauthenticatedapplicationon a given
resource[14]. For authenticationpurposesall Web-
DAV applicationsshouldsupporttheHTTPDigestAu-
thenticationscheme[7].

WebDAV extendsHTTP/1.1by new methodsthat require
certainparameters.In HTTP/1.1theparametersfor meth-
odsareexclusively encodedin theHTTPheaderfields.Un-
like HTTP/1.1,someWebDAV methodparametersareen-
codedas XML [3] requestbodies. Theseparametersare
mostly applicationspecificand must be provided by the
user. Therefore,the useof WebDAV requireseithernew
Webclientsor extensionsof existing Web browserswhich
supporttheadditionalfunctionality. In thispaperwepresent

an extensionof an existing Web browser to demonstrate
how to useWebDAV within a Webbrowser.

3. Web-basedGroupware Systems

A Web-basedgroupwaresystemis an applicationthat
allows several userslocatedon differentWeb sitesto co-
operateandproducedocumentsin a structuredway. This
sectiongivesa shortdescriptionof two Web-basedgroup-
waresystemsandmotivatestheuseof theextendedHTTP
protocol(WebDAV) in thiscontext.

The two most importantpurely Web-basedgroupware
systemsaretheBSCW[2] andtheDReSS[1] systems:� The BSCWSystem(Basic Support for Cooperative

Work) providesbasicfunctionalityfor groupcoopera-
tion andusestheWebasits communicationinfrastruc-
ture. TheBSCWsystemis basedon themetaphorof
a “sharedworkspace”.The systemprovidesan easy-
to-useWeb interfacebasedon HTML and supports,
for example,uploadingof varioustypesof objectsto a
sharedworkspace.The informationsharingfunction-
ality is enhancedwith basicfacilitiesfor visualization
of changes,authentication,authorization,andversion
control.TheBSCWsystemis implementedusingaset
of CGI scriptsandasetof clientsidescripts.

� DReSS(DocumentRepositoryServiceStation), is a
systemto enableauthorsto deposit(andupdate)doc-
umentson a Web server. DReSS(version2.0) is im-
plementedvia clientsidescriptsandserverCGI scripts
written in Java. DReSSsupportssingleandmulti file
uploadby usingtheform-basedfile uploadprotocolas
definedin RFC1867[15].

Table1 summarizesthebasicfunctionalityof theBSCW,
DReSS, and the WebDAV-basedProject Repositoryintro-
ducedin thispaper.

As mentionedin [23], the intentionbehindWebDAV is
to changetheWebinto a collaborativemedium,andto pro-
vide a commoninterfaceto many typesof repositoriesin
orderto changetheWebinto theanalogousto a large-grain,
networkedfile systems.Thenew WebDAV methodsusedto
accessandprovide informationon theWebcanbeusedin
a meaningfulmannerto build Web-basedcollaborative ap-
plications.Thesemethodsoffer thebasicsupportfor all op-
erationsneededby a Web-basedgroupwaresystem.There-
fore, thereis no needfor large/complex server andclient
sidescripting.Scriptingis justneededto simplify theusage
ratherthanto implementbasicgroupwareoperations.

Theclientsideimplementationof WebDAV describedin
this paperprovidesaccessto thecoreWebDAV featuresin
a genericway andis basedon an extensionof an existing
Web browser(seeSection4). ThereareWebDAV clients
which are either specializedWeb client applications(e.g.
Sitecopy [18]), or do provide limited accessto WebDAV
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BSCW DReSS2.0 WebDAV-based
ProjectRepository

File upload RFC 1867 and/or special client side
“helper” application

RFC1867 PUT

Authentication and Access
Control

Server dependent authentication +
BSCW specific group-basedauthoriza-
tion [20]

Server dependent HTTPDigestAuthentication[7] or Web-
DAV ACL protocol[13]

VersionControl BSCWspecific – WebDAV Versioning[10]

MetadataManagement BSCWspecific – PROPFINDandPROPPATCH

Implementation CGI + optionalJavascripting CGI scripting+ client sidehelperapp. via protocolmethods

Table 1. Comparison of Web-based Groupware Systems

features(e.g.InternetExplorer5) comparedto thefunction-
ality presentedhere.

4. Integrating WebDAV into a WebBrowser

In thissection,wediscusshow to extenda Webbrowser
in a genericway in orderto accessprotocolmethods(e.g
WebDAV methods).We identify, which kind of interaction
with the userat the protocol level is neededto initiate a
protocolrequest.Finally, we proposeextensionsto HTML
forms to improve this kind of interactionbetweentheuser
anda Webbrowser.

Theseextensionsareimplementedin theextensibleWeb
browser“Cineast” [12] which is a freely available,exten-
sible Web browser. It providesan environmentfor proto-
typing new client side(andserver side)Internettechnolo-
gies. The browser is implementedin the Wafe [16] envi-
ronmentwhich includessupportfor several libraries like
OSF/Motif,XOTcl [17], SSLeay[25], LDAP [24], etc.The
Cineastuserinterfaceis implementedusingOSF/Motifand
the Kino widget [11] for HTML (andXML) parsingand
rendering.Theapplicationlogicandthegeneralnetworking
functionality(HTTP/1.1,FTP, etc.) areimplementedusing
the object-orientedscriptinglanguageXOTcl, which is an
extensionof OTcl [22] containinglanguagesupportfor dy-
namicaggregations,per-objectmixins,anddesignpatterns.
Cineasthasbuilt-in supportfor HTML forms.

4.1. Requirementsfor a Web Browser User Inter -
facefor WebDAV

Web browsersareprimarydesignedto retrieve Web re-
sourcesrather than provide direct accessto the protocol
methods.As mentionedabove a WebDAV requestrequires
a setof parameterswhich shouldbe submittedin form of
requestheaderfields and/orrequestbodies. The input of
all neededparameterscannotbecompletelyautomatedand
requiresuserinput. For example,to copy a Webresource,
theusershouldprovide at leastthedestinationURI andan
overwriteflag which indicateswhetherthesourceresource

shouldoverwritethedestinationresource.Generally, three
typesof userinputareneededto initiateaprotocolrequest:� RequestURI. A requestURI identifiesthelocationof

theresourceaddressedby a protocolmethod.
� Requestheader. In addition to the headerfields de-

finedin theprotocolHTTP [5], WebDAV definesnew
headerfields which are necessaryto storesomepa-
rametersneededby a method(e.g.destinationfor the
COPY method).

� Requestbody. SomeWebDAV methodsneedarequest
body which is always a well formed XML element
[9]. A requestbody is usedto storesomeparameters
neededby a method(e.g.nameof propertiesto bere-
trievedby thePROPFIND method).

The Web browseruserinterfaceprovidesan input field
for typingtherequestURI, but providesnomeansof speci-
fying theothertwo parametertypes.

4.2. AccessingWebDAV Methods within a Web
Browservia Forms

Generally, a protocolmethodaddressesa target object
(Web resource)and requiresparameterswhich are proto-
col specificor applicationspecific(seeFigure1). From

Method

protocol specific application specific

j

Target Object

p2 p i
�����p1 p i+1 pn

�����

Parameters

Request Header Fields 
     or Body Entity

Application (CGI)

Destination

Request URI

���
���

Figure 1. Protocol Request: Target Object,
Method, Parameter s

theWebbrowserpoint of view, while creatingtheprotocol
requestthe target object is the requestURI, the valuesof
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the protocolspecificparametersarepassedin form of re-
questheaderfieldsor in therequestentitybody. Thevalues
of theapplicationspecificparametersarenot necessaryfor
startingthe protocol requestand are passedto the server
sideapplicationin a predefinedway (e.g.URL-encoded).
The focusof this paperis on the protocolspecificparam-
etersandhow to obtainthemfrom theuser. Traditionally,
userinputsin form of freelyspecifiedvaluesarehandledby
HTML fill-out formsthathave a strictly predefinedseman-
tic asdefinedin [19]. TheHTML form definitionis limited
to only two HTTP methods(GET andPOST)anddoesnot
provide any meansof using selectedform input fields as
methodparameters.

Extending the FORM element

The HTML specification[19] allows to specifythe HTTP
methodvia theattributemethod of aFORM element,but is
restrictedto thetwo valuesGETandPOST. In addition,the
attributeaction mayspecifyaserverside“form process-
ing agent”thatimplementstheactionof theform, typically
viaCGI.However, thiscapabilityis limitedbecausetheuser
agent(Webbrowser)forwardsall form datato aprocessing
agentand HTML forms do not provide a way to tell the
useragentthe destination(protocolor application)of the
userinput. For example,auseragentshouldbeableto take
into accounttheprotocolspecificinput datawhile creating
a protocol request(e.g. WebDAV request). For this pur-
posethis paperproposesthreeextensionsto HTML forms
to overcometheselimitations:

� Extendthe definition of the attributeaction of the
FORM tag to specifythe target object(Web resource)
addressedby theprotocolmethod.

action = uri

� Extend the values of the attribute method of the
FORM tagwith all methodsof WebDAV.

method = get | post | put | delete |
mkcol | propfind | proppatch | copy |
move | lock | unlock

� Add a new attribute (usage) to the INPUT and the
TEXTAREA tag.Thisattributecanbeusedby theuser
agentto specify the destination(protocolor applica-
tion) of theuserinput (seeFigure1).

usage = target|method|header|body|application

Thecontentof theINPUT or TEXTAREA tag is used
differently dependingon the valueof the usage at-
tribute:

� target: the contentis usedas the target ob-
jectandreplacesthetargetobjectspecifiedby the
action attributeof theFORM element.

� method: the content denotes the protocol
methodandreplacesthemethodspecifiedby the
method attributeof theFORM element.

� header: the contentis includedin the header
fieldsof theprotocolrequest.

� body: thecontentis includedin theentity body
of theprotocolrequest.

� application: the content is passedto the
serversideapplication.

<INPUT type="file" usage="body" ...>

<FORM  method="PUT"  action="http://www.host.org/...">

</FORM>
<INPUT type="submit" value="Add Document" ...>

Figure 2. An HTML FORM for a PUT Request

Figure 2 depicts an HTML form to specify an
HTTP/WebDAV PUT requestin order to uploada single
file by using the input type file definedin RFC 1867
[15]. WhenthesubmitbuttonAdd Document is pressed,
theuseragentcreatesanHTTPPUTrequestasindicatedin
theattributemethod andpassesthecontentof theselected
file in the requestbody (usage="body"). The attribute
action indicatesthelocation(target)wheretoputthenew
resource.Note,thatalthoughthePUTmethodis astandard
HTTP/1.0method,thecommonlyusedWebbrowserspro-
videnostandardmeansto addressthismethod.

Figure3 shows an HTML form to askthe userfor the
neededparametersfor a WebDAV COPY request. This
form consistsof three text INPUT tags, a TEXTAREA
tag, and a submit button. The value of the first input
field is consideredto be the location of the sourcere-
source(usage="resource"). Furthermore,this value
is treatedby the user agent as a new value of the at-
tributeaction. Thevaluesof the secondandthird input
fields aredesignatedto be the valuesof the headerfields
destination and overwrite of the COPY request
(usage="header"). Other requestheaderfields could
besuppliedin thesameway. Thevalueof themulti-line text
inputshouldbeanXML element[9] andis designatedto be
includedin theCOPYrequestbody(usage="body").

Finally, whenthesubmitbutton“Copy Document” is
pressed,the useragentcreatesa WebDAV COPY request
with thegivenheaderfieldsandthebodydata:

COPY /repository/P1/index.html HTTP/1.1
Host: localhost
Destination: http://host/repository/P2/index.html
Overwrite: T
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<FORM  method="COPY"  action="...">

</FORM>

<INPUT name="Overwrite"    type="text" usage="header" ...>

<TEXTAREA  usage="body" ...> ... </TEXTAREA>

<INPUT type="text" usage="target" ...>

<INPUT type="submit" value="Copy Document" ...>

<INPUT name="Destination" type="text" usage="header" ...>

Figure 3. An HTML Form for a COPY Request

5. Application: WebDAV-basedProject Repos-
itory

In this section,we describea simple(lightweight)Web-
basedcollaborative application,where(hypermedia)docu-
mentscanbesharedcollaboratively in a controlledway in
a projectrepository. This applicationdemonstrateshow to
useWebDAV to implementaWeb-basedgroupwaresystem.
For demonstrationpurposes,we have kept this application
deliberatelysmallaswell asextensible.

Folder Operations:
Put Document
Delete Folder
Folder Info

Repository Operations

Document Operations

Figure 4. Client View of the Project Repositor y

As aWebDAV-compliantWebbrowserweusedtheWeb
browser“Cineast” [12] (seeFigure4). On the server side
weusedtheApacheWebserver [6] in combinationwith the

mod_dav module[21] which implementsWebDAV. Op-
tionally, we usethecryptographicsupportfrom the toolkit
SSLeay [25], to establishasecurecommunicationvia SSL
[8] betweentheserverandclients.

5.1. Functionality and Structur e

The project repositoryoffers uploadingandsharingof
documentsamongvarying groups of authors. It is in-
stalled in the persistentstorageof a WebDAV-compliant
Webserver(e.g.Apache)andconsistsof setsof folders(di-
rectories).Eachfolder is a containerof topic-related(hy-
permedia)documents(files). We distinguishbetweenthree
levelsof operationwhich canbe performedon the project
repositoryandtheassociatedmetadataset(seeFigure5).

Project Repository

...

...

...
Doc11 Doc1m Docn1 Docnk

Folder1 Foldern

	�

���
� � ��� ������
���
 �

��� ��� 
 ����
 ��
 �

!"�
# $&%'

()����
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Add a folder
Get repository information (metada)

Add a document

Get folder information (metada)
Delete folder

Sign document (apply digital signature)

Get document information (metada)
Delete/Copy/Update document
Verify document (verify the digital signature)

Figure 5. Functionality and Structure of the
WebDAV-based Project Repositor y

One importantnew functionality of WebDAV is to as-
signmetadatato Web documents.Metadataareadditional
information(e.g.creatorname,lastmodifieddate,security
information,etc.) aboutWebdocuments.Theusersof the
project repositoryare able to define and query metadata
aboutthe repositoryitself, the folders,andthe documents
usingtheWebDAV methodswhich areaccessiblefrom the
browservia HTML forms(seeSection4). For aflexible and
scalablemetadatamanagement,it is recommendedto store
metadatain anLDAP-enableddirectory[24].

5.2. Implementation

The project repositoryis viewed and accessedby the
Webbrowser(seeFigure4). The functionality(seeFigure
5) is accessedfrom theWebbrowser(Cineast)for example
by pushbuttonsandis implementedusingWebDAV meth-
ods.As explainedin Section4.2,WebDAV methodscanbe
accessedwithin a Web browservia HTML forms. When
a userpressesa pushbutton on the repositorypage(e.g.
Copy file) anHTML form for thecorrespondingWebDAV
methodwith appropriatedefault valuesis displayed.In or-
der to automatethe creationof theseHTML forms server
(or client)sidescriptingcanbeused.
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Signinga documentor verifying thedigital signatureof
a documentcannot directly bemappedto WebDAV meth-
ods. This can be achieved by combiningsomeWebDAV
methods.For example,to sign a documentwe could first
retrieve (GET), sign (usinga local cryptographiclibrary),
andupload(PUT) thedocumentbackto theWebserver.

TheCineastWebbrowserimplementsHTTP/1.1andhas
built-in supportfor HTML forms.Theeffort takentoextend
theoriginal Cineastbrowserwith the featuresdescribedin
this paper(new WebDAV methodsandHTML form exten-
sions)is minimal. We have addedabout40 lines XOTcl
[17] codein oderto implementthenew WebDAV methods
andabout70 lines for theHTML form extensionsdefined
in Section4.2.

6. Conclusion

In this paperwe have focusedon how to defineandim-
plementa Web-basedgroupwaresystemusingthestandard
protocolWebDAV (World WideWebDistributedAuthoring
andVersioning).Thisprotocoloffersabasicsetof methods
which canbe usedto implementa Web-basedgroupware
systemin a structuredway. Oneof the advantageswhen
usingWebDAV is that thereis no needfor large/complex
server andclient sidescripting. Scriptingis just neededto
simplify theusageratherthanto implementgroupwareba-
sicoperations.In orderto accessWebDAV methodswithin
aWebbrowser, wehavedefinedandimplementedageneric
approachwhereHTML forms are extended. Finally, we
havepresentedasimplecollaborativeapplicationasaproof
of concept. The WebDAV-basedproject repositoryestab-
lishesagoodbasisfor exploringmany interestingquestions
in the areasof accesscontrol and versioningin a collab-
orative environment. The implementationshown offers a
uniquetest-bedfor theseemergingtechnologies.

The future work will focus on the integration of ver-
sion managementand accesscontrol aspects. The Web-
DAV groupis working on definingnew protocolmethods
concerningtheseaspects[10, 13, 14]. Furthermore,we
areplanningto designa“securitymanagement”component
in orderto administratea largenumberof complex hyper-
linkeddocuments/metadataanda largenumberof collabo-
ratorswith differentiatedsecurityrequirements[4].
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[12] E. Köppen,S. Nusser, and G. Neumann. Cineast– An
extensibleWeb browser. In Proceedingsof the WebNet
World Conferenceon WWW, InternetandIntranet, Novem-
ber1997.

[13] P. LeachandY. Goland. WebDAV ACL protocol. Internet
Draft, November1997.

[14] L. Lippert. WebDAV accesscontrol goals. IETF Internet
Draft, August1998.

[15] E.NebelandL. Masinter. Form-basedfile uploadin HTML.
RFC1867, November1995.

[16] G. Neumannand S. Nusser. Wafe – An X toolkit based
frontendfor applicationprogramsin variousprogramming
languages.In Proceedingsof theUSENIXWinter 1993Con-
ference, SanDiego,California,January1993.

[17] G. Neumannand U. Zdun. Filters as a languagesupport
for designpatternsin object-orientedscripting languages.
In Proceedingsof COOTS‘99, 5th Conferenceon Object-
OrientedTechnologiesandSystems, SanDiego,May 1999.

[18] J. Orton. Sitecopy. Web page,1999. http://www.lyra.org/
sitecopy/.

[19] D. Raggett,A. L. Hors,andI. Jacobs.HTML 4.0specifica-
tion. World Wide WebConsortiumRecommendation, April
1998.http://w3c.org/TR/REC-html40/.

[20] K. Sikkel. A group-basedauthorizationmodel for coop-
erative systems. In ProceedingsEuropeanConferenceon
Computer-SupportedCooperativeWork (ECSCW’97), Lan-
caster, September1997.

6



[21] G. Stein.mod dav: A DAV modulefor Apache.Webpage,
1999.http://www.webdav.org/moddav/.

[22] D. WetherallandC. Lindblad. ExtendingTcl for dynamic
object-orientedprogramming.In Proceedingsof theTcl/Tk
Workshop95, Toronto,Ontario,July1995.

[23] E. Whiteheadand M. Wiggins. WebDAV: IETF standard
for collaborative authoringon theweb. IEEEInternetCom-
puting: SoftwaereEngineringover theInternet, 2(5):34–40,
September-October1998.

[24] W. Yoeng,T. Howes,andS. Kille. Lightweight directory
accessprotocol.RFC1777,StandardsTrack, March1995.

[25] E. Young and T. Hudson. SSLeay. Web page, 1999.
http://www.ssleay.org/.

7


