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ontrol nodes and provide a formal de�nition ofthe 
orresponding semanti
s via the Obje
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tionIT systems must 
omply with 
ertain laws and regulations, su
h as the BaselII A

ord, the International Finan
ial Reporting Standards (IFRS), or theSarbanes-Oxley A
t (SOX). For example, adequate support for the de�nitionand enfor
ement of pro
ess-related se
urity poli
ies is one important part ofSOX 
omplian
e (see, e.g., [1, 2℄). Moreover, 
orresponding 
omplian
e require-ments also arise from se
urity re
ommendations and standards su
h as the NISTse
urity handbook [3℄, the NIST re
ommended se
urity 
ontrols [4℄, or the ISO27000 standard family (formerly ISO 17799).While the demand for an integrated modeling support of business pro
essesand 
orresponding se
urity properties has been repeatedly identi�ed (see, e.g.,[5, 6℄), di�erent types of problems arise when modeling pro
ess-related se
urityproperties. First, 
ontemporary modeling languages su
h as BPMN (BusinessPro
ess Model and Notation, [7℄) or UML a
tivity models (Uni�ed ModelingLanguage, [8℄) do not provide native language 
onstru
ts to model se
ure ob-je
t �ows. A se
ond problem is that the language used for pro
ess modelingis often di�erent from (or not integrated with) the system modeling languagethat is used to spe
ify the 
orresponding software system. This, again, mayresult in problems be
ause di�erent modeling languages provide di�erent lan-



2 Modeling Support for Con�dentiality and Integrity of Obje
t Flowsguage abstra
tions that 
annot easily be mapped to ea
h other. In parti
ular,su
h semanti
 gaps may involve signi�
ant e�orts when 
on
eptual models fromdi�erent languages need to be integrated and mapped to a software platform(see, e.g., [9, 10℄).However, a 
omplete and 
orre
t mapping of pro
ess de�nitions and relatedse
urity properties to the 
orresponding software system is essential in order toassure 
onsisten
y between the modeling-level spe
i�
ations on the one hand,and the software system that a
tually manages 
orresponding pro
ess instan
esand enfor
es the respe
tive se
urity properties on the other.In this paper, we are 
on
erned with the modeling of se
ure obje
t �owsin pro
ess models � in parti
ular UML a
tivity diagrams. UML is a de fa
tostandard for software systems modeling. It provides a family of integrated mod-eling languages for the spe
i�
ation of the di�erent aspe
ts and perspe
tives thatare relevant for a software system. Therefore, to demonstrate our approa
h, we
hose to de�ne an extension to the UML metamodel that allows to spe
ify 
on-�dentiality and integrity properties of obje
t �ows in a
tivity models. A
tivitymodels have a token semanti
s, and obje
t tokens are passed along obje
t �owedges (for details see [8℄). Thus, to ensure the 
onsisten
y of the 
orrespondinga
tivity models, it is espe
ially important to thoroughly spe
ify the semanti
sof se
ure obje
t �ows with respe
t to 
ontrol nodes (su
h as fork, join, de
ision,and merge nodes). Therefore, we use the Obje
t Constraint Language (OCL,[11℄) to formally de�ne the semanti
s of our extension. Corresponding softwaretools 
an enfor
e the OCL 
onstraints on the modeling-level as well as in runtimemodels. Thereby, we 
an ensure the 
onsisten
y of the extended a
tivity modelswith the respe
tive 
onstraints.The remainder of this paper is stru
tured as follows. In Se
tion 2 we presentour UML extension for se
ure obje
t �ows in a
tivitiy models. Subsequently,Se
tion 3 dis
usses the semanti
s of se
ure obje
t �ows, with a spe
ial fo
uson the semanti
s arising from di�erent types of 
ontrol nodes. Next, Se
tion 4dis
usses related work, and Se
tion 5 
on
ludes the paper.12 UML Extension for Se
ure Obje
t FlowsThereby, 
on�dentiality ensures that important/
lassi�ed obje
ts (su
h as busi-ness 
ontra
ts, 
ourt re
ords, or ele
troni
 patient re
ords) whi
h are used ina business pro
ess 
an only be read by designated subje
ts (see, e.g., [4, 12℄).Integrity ensures that important obje
ts are in their original/intended state, andenable the straightforward dete
tion of a

idental or mali
ious 
hanges (see, e.g.,[3, 13, 14℄).To provide modeling support for 
on�dentiality and integrity properties ofobje
t �ows, we de�ne a new pa
kage Se
ureObje
tFlows as an extension to
1 We provide an extended version of this paper on our Web page. In the extendedversion we re-inserted the text that we had to 
ut from the paper due to the pagerestri
tions for the pro
eedings version.



Modeling Support for Con�dentiality and Integrity of Obje
t Flows 3the UML metamodel (see Fig. 1). In parti
ular, we introdu
e Se
ureNode, Se-
urePin, Se
ureDateStoreNode, and Se
ureA
tivityParameterNode as new mod-eling elements. A se
ure obje
t �ow is de�ned as an obje
t �ow between twoor more of the above mentioned se
ure obje
t nodes. The Se
ureNode elementis de�ned as an abstra
t node, and the Se
urePin, Se
ureDataStoreNode, andSe
ureA
tivityParameterNode represent spe
ialized se
ure nodes. In parti
ularthese three nodes inherit the properties from their 
orresponding parent obje
tnodes as well as the se
urity related properties from Se
ureNode (see Fig. 1).
Package SecureObjectFlows

ObjectNode

(from BasicActivities)

Activity

(from FundamentalActivities)

ActivityNode

(from FundamentalActivities)

ActivityEdge

(from BasicActivities)

Action

(from FundamentalActivities)

ControlNode

(from BasicActivities)

ControlFlow

(from BasicActivities)

ObjectFlow

(from BasicActivities)

Pin

(from BasicActivities)

CentralBufferNode

(from IntermediateActivities)

ActivityParameterNode

(from BasicActivities)

SecurePin

SecureActivityParameterNode

SecureDataStoreNode
DataStoreNode

(from CompleteActivities)

+edge*+node *

+activity

0..1

+activity

0..1

+target +incoming

+source +outgoing

1 *

1 *

Classifier

(from Kernel)
SecureNode

Fig. 1. UML metamodel extension for se
ure obje
t �ows.Below, we spe
ify the attributes of the Se
ureNode elements de�ned via themetamodel extension. In addition, we use the OCL to formally spe
ify the seman-ti
s of the Se
ureObje
tFlows pa
kage. For the sake of readability, we de
ided tomove the asso
iated OCL 
onstraints to Appendix A. However, these OCL 
on-straints are a signi�
ant part of our UML extension, be
ause they formally de�nethe semanti
s of the new modeling elements. Therefore, ea
h UML model thatuses the Se
ureObje
tFlows pa
kage must 
onform to these OCL 
onstraints.� 
on�dentialityAlgorithm : Classi�er [0..1℄Referen
es a 
lassi�er that provides methods to ensure 
on�dentiality prop-erties of the obje
t tokens that are sent or re
eived by a Se
ureNode, e.g.a 
lass implementing DES (Data En
ryption Standard) or AES (Advan
edEn
ryption Standard) fun
tionalities.� 
on�dentialityKeyLength : Integer [0..1℄De�nes the key length of en
ryption method used, for example 256 bit.� 
on�dentialityEnsured : Boolean [0..1℄This Attribute is derived from the attributes 
on�dentialityAlgorithm and
on�dentialityKeyLength. It evaluates to true if a Se
ureNode supports
on�dentiality-related se
urity properties (see OCL Constraint 1).



4 Modeling Support for Con�dentiality and Integrity of Obje
t Flows� integrityAlgorithm : Classi�er [0..1℄Referen
es a 
lassi�er that provides methods to ensure integrity propertiesof the obje
t tokens that are sent or re
eived by a Se
ureNode, e.g. a 
lassimplementing SHA-1 or SHA-384 (Se
ure Hash Algorithm) fun
tionalities.� integrityEnsured : Boolean [0..1℄This attribute is derived from the attribute integrityAlgorithm. It evaluatesto true if a Se
ureNode supports integrity-related se
urity properties (seeOCL Constraint 2).With respe
t to the attributes de�ned above, we spe
ify that a se
ure obje
tnode either supports 
on�dentiality properties, or integrity properties, or both(see OCL Constraint 3). Table 1 shows the graphi
al elements for Se
ureNodes.Table 1. Notation of elements for modeling se
ure obje
ts.Node Type Notation ExplanationSe
urePin(atta
hed toa
tion) name

A Se
urePin atta
hed to an a
tion isshown as a UML Pin element that in-
ludes a key symbol.Se
ureData-StoreNode «datastore»

name

A Se
ureDataDtoreNode is shown as aUML DataStoreNode element with akey symbol in the lower right 
ornersurrounded by a small re
tangle.Se
ure-A
tivity-Parameter-Node name

... ...name

...

name

A Se
ureA
tivityParameterNode isshown as a UML A
tivityParameter-Node element with a key symbol inthe lower right 
orner surrounded by asmall re
tangle.3 Semanti
s of Se
ure Obje
t FlowsThe main element of an a
tivity model is an a
tivity. A
tions de�ne the tasks(steps) that are performed when exe
uting the 
orresponding a
tivity. A
tivitymodels have a token semanti
s, similar (but not equal) to petri nets (for detailssee [8℄). In general, two di�erent types of tokens 
an travel in an a
tivity model.Control tokens are passed along 
ontrol �ow edges and obje
t tokens are passedalong obje
t �ow edges. This means, ea
h type of token is ex
lusively passedalong edges of the 
orresponding edge type.A de
ision node 
hooses between outgoing �ows and, therefore, has one in-
oming and multiple outgoing edges. De
ision nodes do not dupli
ate tokens.Therefore, ea
h token arriving at a de
ision node 
an travel along exa
tly oneoutgoing edge. A merge node 
onsolidates multiple in
oming �ows and thus hasmultiple in
oming and one outgoing edge. However, merge nodes do not syn-
hronize 
on
urrent �ows nor do they join in
oming tokens. Thus, ea
h tokenarriving at a merge node is o�ered to the outgoing edge. Both, de
ision andmerge nodes are represented by a diamond-shaped symbol respe
tively. A fork



Modeling Support for Con�dentiality and Integrity of Obje
t Flows 5node splits a �ow into multiple 
on
urrent �ows and thus has one in
omingand multiple outgoing edges. Tokens arriving at a fork node are dupli
ated andpassed along ea
h edge that a

epts the token. A join node syn
hronizes mul-tiple �ows and therefore has multiple in
oming and one outgoing edge. A joinnode may join/
ombine in
oming tokens (in 
ontrast to merge nodes, see above).Both, fork and join nodes are represented via a thi
k line (for details see [8℄).To ensure the 
onsisten
y of the 
orresponding a
tivity models, it is espe
iallyimportant to thoroughly spe
ify the semanti
s of se
ure obje
t �ows. Otherwise,a 
ombination of ordinary obje
t �ows and se
ure obje
t �ows 
ould result inin
onsisten
ies. Therefore, Se
tion 3.1 dis
usses the semanti
s of se
ure obje
tnodes with respe
t to dire
t obje
t �ows, Se
tion 3.2 dis
usses the semanti
swith respe
t to de
ision and merge nodes, and Se
tion 3.3 with respe
t to forkand join nodes.3.1 Semanti
s of Se
ure Obje
t Nodes regarding Dire
t Obje
t FlowsWe use the term dire
t obje
t �ow to refer to an obje
t �ow that dire
tly 
onne
tsobje
t nodes without intermediate 
ontrol nodes. Fig. 2 shows three example
on�gurations of dire
t obje
t �ows involving Se
ureNodes. All statements andOCL 
onstraints referen
ed below refer to Se
ureNode and therefore apply forea
h subtype of Se
ureNode (see Fig. 1).
name

name

name

name

name

«datastore»

name

...

...

...

b) c)a)

name

name

«datastore»

nameFig. 2. Examples of dire
t obje
t �ows between se
ure nodes.Fig. 2a shows a 
on�guration where two Se
urePins atta
hed to an a
tionserve as data sour
es for two other se
ure obje
t nodes. To ensure a se
ureobje
t �ow, we de�ne that if an obje
t node re
eives an obje
t token from aSe
ureNode, the target node must also be a Se
ureNode (see OCL Constraint4). Otherwise, a se
ure obje
t �ow 
ould have a Se
ureNode as its sour
e andan ordinary obje
t node as its target � whi
h would result in an in
onsisten
ybe
ause ordinary obje
t nodes 
annot ensure the 
on�dentiality or integrity ofobje
t tokens.Be
ause ea
h subtype of Se
ureNode does also inherit the properties of the
orresponding ordinary UML obje
t node (see Fig. 1), it 
an pro
ess ordinary ob-je
t tokens as well as se
ure obje
t tokens. Fig. 2b shows a 
on�guration where anordinary A
tivityParameterNode and a Se
ureA
tivityParameterNode serve assour
e nodes for a Se
urePin. In su
h a 
on�guration, the target node must be aSe
ureNode (see OCL Constraint 4) and the target node (here a Se
urePin) must



6 Modeling Support for Con�dentiality and Integrity of Obje
t Flowssupport the same se
urity properties as the 
orresponding se
ure sour
e node(here a Se
ureA
tivityParameterNode). This requirement is formally spe
i�edvia OCL Constraint 5.2 This 
onstraint guarantees that the se
urity propertiesof obje
t tokens sent by a 
ertain sour
e node 
an be 
he
ked and ensured bythe 
orresponding target node(s).Fig. 2
 shows a 
on�guration where a Se
urePin and a Se
ureDataStoreNodeserve as sour
e nodes for a Se
ureA
tivityParameterNode. Thus, a

ording toOCL Constraint 4, the target node must also be a Se
ureNode (here it is aSe
ureA
tivityParameterNode) and it must support all se
urity properties thatare supported by the respe
tive sour
e nodes (see OCL Constraint 5). Moreover,we de�ne that all sour
e nodes must provide 
ompatible se
urity properties (seeOCL Constraint 6). Otherwise, the sour
e nodes 
ould use, for example, di�erent
ryptographi
 algorithms or di�erent key lengths � whi
h 
ould again result inin
onsisten
ies and in a violation of OCL Constraint 5.3.2 Semanti
s of Se
ure Obje
t Flows regarding De
ision and MergeFig. 3 shows examples of the di�erent 
on�guration options of se
ure obje
t�ows that in
lude de
ision or merge nodes.3 Fig. 3a shows a 
on�guration where ade
ision node has an in
oming se
ure obje
t �ow and presents the 
orrespondingobje
t tokens to multiple outgoing edges. As the sour
e of the in
oming obje
t�ow is a Se
ureNode (here it is a Se
urePin) both target nodes must also bese
ured (see OCL Constraint 7). Otherwise, a se
ure obje
t �ow 
ould have aSe
ureNode as its sour
e and an ordinary obje
t node as its target � whi
hwould result in an in
onsisten
y be
ause ordinary obje
t nodes 
annot ensure
on�dentiality or integrity of obje
t tokens. Furthermore, target nodes of a se
ureobje
t �ow must support the same se
urity properties as the respe
tive sour
enode (see OCL Constraint 8). This 
onstraint ensures that se
urity properties
annot be lost when traversing a de
ision node and that the target node(s) areable to 
he
k and ensure the 
orresponding se
urity properties.
a)

name name

name

c)

name

namename

b)

name

name

name

Fig. 3. Se
ure obje
t �ows with de
ision and merge nodes.
2 Note that the OCL invariants from Appendix A 
omplement ea
h other.
3 For the sake of simpli
ity, Fig. 3 as well as Fig. 4 show only two in
oming/outgoing�ows for the respe
tive 
ontrol nodes. However, the 
orresponding OCL 
onstraintsapply for an arbitrary number of in
oming/outgoing edges, of 
ourse.



Modeling Support for Con�dentiality and Integrity of Obje
t Flows 7Fig. 3b shows a 
on�guration where a merge node brings together alternate�ows � one of whi
h is a se
ure obje
t �ow. For su
h a 
on�guration, we de�nethat if a merge node re
eives at least one se
ure obje
t �ow, the target nodeof this merge node must also be a Se
ureNode (see OCL Constraint 9). This
onstraint guarantees that ea
h se
ure obje
t token passing a merge node 
anbe 
he
ked and pro
essed by the 
orresponding target node.Fig. 3
 shows a 
on�guration where a merge node brings together alternatese
ure obje
t �ows. A

ording to OCL Constraint 9 the target must be a Se-
ureNode. Furthermore, we de�ne that all sour
e nodes must provide 
ompatiblese
urity properties (see OCL Constraint 10). In addition, the target node mustsupport all se
urity properties of the respe
tive sour
e nodes (OCL Constraint11). Otherwise, in
ompatibilities 
ould emerge if the se
urity properties sup-ported by the sour
e nodes are di�erent from the se
urity properties supportedby the target node.3.3 Semanti
s of Se
ure Obje
t Flows regarding Fork and JoinFig. 4 shows examples of the di�erent 
on�guration options of se
ure obje
t �owsthat in
lude fork or join nodes. Fig. 4a shows a 
on�guration where a fork nodesplits a se
ure obje
t �ow into multiple 
on
urrent �ows. Be
ause the tokensarriving at a fork node are dupli
ated, all target nodes must be Se
ureNodes(see OCL Constraint 12). Furthermore, the target nodes must support the samese
urity properties as the 
orresponding sour
e node (see OCL Constraint 13).This 
onstraint ensures that se
urity properties 
annot be lost when travers-ing a fork node and that the target node(s) are able to 
he
k and ensure the
orresponding se
urity properties.
a)

name

name name

c)

name

name name

b)

name

name name

Fig. 4. Se
ure obje
t �ows with fork and join nodes.Fig. 4b shows a 
on�guration where a join node syn
hronizes multiple obje
t�ows � one of whi
h is a se
ure obje
t �ow. Be
ause in this 
ase the join nodere
eives se
ure as well as ordinary obje
t tokens, we de�ne that the tokens 
annotbe 
ombined (see OCL Constraint 14). Moreover, we de�ne that if a join nodere
eives at least one se
ure obje
t �ow, then the target node of this join nodemust also be a Se
ureNode (see OCL Constraint 15). This 
onstraint guaranteesthat ea
h se
ure obje
t token passing a join node 
an be 
he
ked and pro
essedby the 
orresponding target node.



8 Modeling Support for Con�dentiality and Integrity of Obje
t FlowsFig. 4
 shows a 
on�guration where a join node syn
hronizes multiple se
ureobje
t �ows. As de�ned in OCL Constraint 15 the target must be a se
ure node.Furthermore, all sour
e nodes must support 
ompatible se
urity properties (OCLConstraint 16). In addition, the target node must support all se
urity propertiesof the 
orresponding sour
e nodes (see OCL Constraint 17). Otherwise, in
on-sisten
ies 
ould emerge if the se
urity properties supported by the sour
e nodesare di�erent from the se
urity properties supported by the target node.4 Related WorkSeveral approa
hes exist to integrate pro
ess models with spe
i�
 types of se
u-rity poli
ies and/or 
onstraints on di�erent abstra
tion levels. Jensen and Fejapresent an approa
h to spe
ify three types of se
urity properties (a

ess 
on-trol, 
on�dentiality, and integrity) in Event-driven Pro
ess Chains [15℄. Anotherrelated approa
h is UMLse
 [16℄. In essen
e, it provides a UML pro�le for thede�nition and analysis of se
urity properties for software systems. For example,UMLse
 is used to de�ne and verify 
ryptographi
 proto
ols. However, UMLse
aims at a lower abstra
tion layer than our Se
ureObje
tFlows extension. There-fore, UMLse
 is well-suited to be 
ombined with our approa
h. Se
ureObje
t-Flows would then be used to model business pro
esses and pro
ess-level se
urityproperties, while UMLse
 would be used to spe
ify the �ne-grained system-level pro
edures for en
ryption and integrity 
he
king in a parti
ular softwaresystem. Furthermore, Basin et al. [17℄ present a sophisti
ated approa
h 
alledmodel-driven se
urity. They demonstrate their approa
h with an UML pro�lefor RBAC (Role-Based A

ess Control) 
alled Se
ureUML. Here, the fo
us is onintegrating se
urity aspe
ts with a model-driven development approa
h ratherthan modeling of business pro
esses and pro
ess-related se
urity properties. Infa
t, the model-driven se
urity approa
h of Se
ureUML and our Se
ureObje
t-Flows pa
kage are well-suited to be 
ombined in a 
omplementary fashion.5 Con
lusionA 
omplete and 
orre
t mapping of pro
ess de�nitions and related se
urity prop-erties to the 
orresponding software system is essential in order to assure 
onsis-ten
y between the modeling-level spe
i�
ations on the one hand, and the softwaresystem that a
tually manages 
orresponding pro
ess instan
es and enfor
es therespe
tive se
urity properties on the other hand.UML a
tivity models provide a pro
ess modeling language that is tightlyintegrated with other model types from the UML family (su
h as 
lass models,state ma
hines, or intera
tion models). In this paper, we presented Se
ureObje
t-Flows as an integrated approa
h to model 
on�dentiality and integrity propertiesof obje
t �ows in UML a
tivity diagrams. The semanti
s of our extension areformally de�ned via the OCL. Corresponding software tools 
an enfor
e theseinvariants on the modeling-level as well as in runtime models. Thereby, we 
an
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t Flows 9ensure the 
onsisten
y of our Se
ureObje
tFlows models with the respe
tive 
on-straints. Moreover, our extension 
an be applied to supplement other UML-basedapproa
hes and 
an be integrated in UML-based software tools.Referen
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10 Modeling Support for Con�dentiality and Integrity of Obje
t FlowsA Constraints for Se
ure Obje
t FlowsThis se
tion provides the 
omplete list of OCL-expressed derived values and invariantsfor the UML extension spe
i�ed in Se
tion 2.OCL Constraint 1 The 
on�dentialityEnsured attribute of the Se
ureNode 
lassi�eris derived from the 
on�dentialityAlgorithm and 
on�dentialityKeyLength attributesand evaluates to true if 
on�dentiality-related se
urity properties are supported.
ontext Se
ureNode::
onfidentialityEnsured : Booleanderive: if 
onfidentialityAlgorithm->notEmpty() and
onfidentialityKeyLength->notEmpty()then true else falseendifOCL Constraint 2 The integrityEnsured attribute of the Se
ureNode 
lassi�er is de-rived from the integrityAlgorithm attribute. It evaluates to true if an integrity-relatedse
urity property is supported.
ontext Se
ureNode::integrityEnsured : Booleanderive: if integrityAlgorithm->notEmpty()then true else falseendifOCL Constraint 3 A se
ure obje
t node must ensure either 
on�dentiality, or in-tegrity, or both.
ontext Se
ureNode inv:self.
onfidentialityEnsured orself.integrityEnsuredOCL Constraint 4 Any target of a se
ure obje
t �ow must also be a se
ure obje
tnode.
ontext Obje
tNode inv:if self.in
oming->exists(i | i.sour
e.o
lIsKindOf(Se
ureNode))then self.o
lIsKindOf(Se
ureNode) else self.o
lIsKindOf(Obje
tNode)endifOCL Constraint 5 The downstream se
ure obje
t node must support at least all se-
urity properties supported by 
orresponding upstream se
ure obje
t nodes.
ontext Se
ureNodeinv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen self.
onfidentialityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andself.
onfidentialityKeyLength = i.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen self.integrityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)OCL Constraint 6 All se
ure obje
t nodes having the same target node must supportidenti
al se
urity properties.
ontext Se
ureNodeinv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsured and i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLength = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).integrityEnsured and i2.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).integrityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)



Modeling Support for Con�dentiality and Integrity of Obje
t Flows 11OCL Constraint 7 If a de
ision node has a se
ure sour
e node, all target obje
t nodesmust also be se
ured.
ontext De
isionNode inv:if self.in
oming->exists(i | i.sour
e.o
lIsKindOf(Se
ureNode))then self.outgoing->forAll(o | o.target.o
lIsKindOf(Se
ureNode))else true endifOCL Constraint 8 Target se
ure nodes of a de
ision node must support identi
alse
urity properties as the 
orresponding sour
e node.
ontext De
isionNodeinv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen self.outgoing->forAll(o |o.target.o
lAsType(Se
ureNode).
onfidentialityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm ando.target.o
lAsType(Se
ureNode).
onfidentialityKeyLength = i.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLength)else true endif)inv: self.in
oming->forAll(i |if.i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen self.outgoing->forAll(o |o.target.o
lAsType(Se
ureNode).integrityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).integrityAlgorithm)else true endif)OCL Constraint 9 If a merge node has at least one se
ure sour
e node, the targetmust also be a se
ure node.
ontext MergeNode inv:if self.in
oming->exists(i | i.sour
e.o
lIsKindOf(Se
ureNode))then self.outgoing.target.o
lIsKindOf(Se
ureNode)else true endifOCL Constraint 10 All se
ure sour
e nodes that serve as input to a merge node mustsupport the same se
urity properties.
ontext MergeNodeinv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsured and i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLength = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).integrityEnsured and i2.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).integrityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)OCL Constraint 11 The se
ure target node of a merge node must be 
apable of sup-porting all se
urity properties of 
orresponding sour
e nodes.
ontext MergeNodeinv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen self.outgoing.target.o
lAsType(Se
ureNode).
onfidentialityAlgorithm =i.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andself.outgoing.target.o
lAsType(Se
ureNode).
onfidentialityKeyLength =i.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen self.outgoing.target.o
lAsType(Se
ureNode).integrityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)OCL Constraint 12 If a fork node has a se
ure sour
e node, all target nodes mustalso be se
ured.
ontext ForkNode inv:if self.in
oming.sour
e.o
lIsKindOf(Se
ureNode)then self.outgoing->forAll(o | o.target.o
lIsKindOf(Se
ureNode))else true endif
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t FlowsOCL Constraint 13 Se
ure target nodes of a fork node must support the same se
u-rity properties as the 
orresponding sour
e node.
ontext ForkNodeinv: if self.in
oming.sour
e.o
lIsKindOf(Se
ureNode) and self.in
oming.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen self.outgoing->forAll(o |o.target.o
lAsType(Se
ureNode).
onfidentialityAlgorithm =self.in
oming.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm ando.target.o
lAsType(Se
ureNode).
onfidentialityKeyLength =self.in
oming.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLength)else true endifinv: if self.in
oming.sour
e.o
lIsKindOf(Se
ureNode) and self.in
oming.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen self.outgoing->forAll(o |o.target.o
lAsType(Se
ureNode).integrityAlgorithm = self.in
oming.sour
e.o
lAsType(Se
ureNode).integrityAlgorithm)else true endifOCL Constraint 14 If both, se
ure obje
t nodes and ordinary obje
t nodes are inputto a join node, this join node must not 
ombine the 
orresponding tokens.
ontext JoinNode inv:self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) andi2.sour
e.o
lIsKindOf(Se
ureNode) = falsethen self.isCombineDupli
ate = falseelse true endif)OCL Constraint 15 If a join node has at least one se
ure sour
e node, the 
orre-sponding target node must also be se
ured.
ontext JoinNode inv:if self.in
oming->exists(i | i.sour
e.o
lIsKindOf(Se
ureNode))then self.outgoing.target.o
lIsKindOf(Se
ureNode)else true endifOCL Constraint 16 All se
ure sour
e nodes of a join node must support the samese
urity properties.
ontext JoinNodeinv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsured and i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andi1.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLength = i2.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i1,i2 |if i1.sour
e.o
lIsKindOf(Se
ureNode) and i2.sour
e.o
lIsKindOf(Se
ureNode) andi1.sour
e.o
lAsType(Se
ureNode).integrityEnsured and i2.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen i1.sour
e.o
lAsType(Se
ureNode).integrityAlgorithm = i2.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)OCL Constraint 17 The se
ure target node of a join node must be 
apable of sup-porting all se
urity properties of 
orresponding sour
e se
ure nodes.
ontext JoinNodeinv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).
onfidentialityEnsuredthen self.outgoing.target.o
lAsType(Se
ureNode).
onfidentialityAlgorithm =i.sour
e.o
lAsType(Se
ureNode).
onfidentialityAlgorithm andself.outgoing.target.o
lAsType(Se
ureNode).
onfidentialityKeyLength =i.sour
e.o
lAsType(Se
ureNode).
onfidentialityKeyLengthelse true endif)inv: self.in
oming->forAll(i |if i.sour
e.o
lIsKindOf(Se
ureNode) and i.sour
e.o
lAsType(Se
ureNode).integrityEnsuredthen self.outgoing.target.o
lAsType(Se
ureNode).integrityAlgorithm = i.sour
e.o
lAsType(Se
ureNode).integrityAlgorithmelse true endif)
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