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Return customer card

Insert bank customer card

Check PIN code

Customer

ATM

Enter PIN code

Enter amount to withdraw

Check credit line

Take card
Emit bank notes

Take banknotes
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Work Profile

. . . . . .Task_1 Task_2 Task_n
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. . .Step_2Step_1 Step_n
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Identify and model
(new) usage scenarios

[scenario modeling completed]

[scenario model incomplete]

[change case]

Define tasks
and work profiles

1 2 3 4

567
Derive preliminary

role-hierarchy
Define RBAC Model

Derive permissions
from scenarios Identify constraints Refine scenario model
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wGp�hGt�rndGh#gib�j�b�p�¨�p�mC|Crit1dGgn|Cb�j�wGo¥hGd�j�vCp |C}(dGf1p x1gi·�p�w[pÏb4d#s-|�x1p�rih�B

Ò b�k�p¥j�hGk�p�b(j�wGgi|
s-|4x1p�r	gih#q1t1girndTªlj�}]dGp�w5dGf1p y1wGhGd5gidGp�w�j�dGgn|Ib¯|C}
dGf1p.hGdGp�{1hYA¥dG| ¢ ¬Ek�f�j�b1vCp�h§dGf(j�d§p�b1wGgik�f�dGf1p.}]t1b1k�dGgi|Cb(j�rignd�o�|C}
dGf1p�hGo4hGdGp�sÓk4j�b=q�p�gib1k�|CwG{�|Cw�j�dGp�x�hGdGw�j�gnvCf4dG}]|CwG¨ j�wGx�rno4B�»�t1k�fÔj
k�f(j�b1vCpEk4j�hGpEgnh�k�f(j�w�j�k�dGp�wGgn®�p�x�dGf1wG|Ct1vCf�dGf1pEx1p�y1b1gidGgn|Cb�|C}�j#b1p�¨
t1h_j�vCp�h[k�p�b(j�wGgi|Yj�b�x�s�jGoad�j�¹CpT{1rcj�k�pTgib�h[dGp�{ ¢ ª]wGp�y1b1p�s-p�b4d�|C}
dGf1p�h[k�p�b(j�wGgn|¼s
|4x1p�r�¬#|Cw.j�}]dGp�wTdGf1p�k�|Cb1k�wGp�dGp Í�Î ¡ �¾Õ-|�x�p�r gih
q1t1girid�gib.h[dGp�{ Ä ª]hGp�p���gnvCt1w[p¯�C¬GB ¦5f1p�b1p�¨ºhGk�p�b�j�wGgn|¥gnh�dGf1p�b�gib1�
hGp�wGdGp�x¥gib�dG|�dGf1p�p�z4gihGdGgnb�v�h[k�p�b(j�wGgi|�s-|�x�p�rcB ¡ }]dGp�wG¨ j�wGx1h dGf1p�b1p�¨
{�p�wGs-gnh[hGgi|Cb1hTª]gi}#j�b4o�¬5j�w[p x1p�wGgnmIp�xa}]wG|CsÖdGf1gih#h[kÏp�b�j�wGgn|��4dGf1p h[k�p��
b(j�wGgi|agih¯j�hGhGgivCb1p�xPdG|a|Cb1p-|Iw s-|CwGp-d�j�hG¹�x1p�y�b1gndGgi|Cb1h¯j�b1xY¨ |IwG¹
{1wG|Cy�rnp�h.j�b1x=y1b�j�rnrioYdGf1p¥k�|CwGwGp�hG{�|Cb1x�gnb1v Í#Î ¡ �¾Õ
|4x1p�r gih�t1{1�
x(j�dGp�xÂj�k�k�|CwGx1gib1vCrio4B Ò }�k�|Ct1wGh[p.|Cb1p�f(j�h¥dG|Ps�j�¹Cp�{1wG|�m�gihGgi|Cb1h
}]|Cw�hGt�k�f°jTk�f(j�b�vCp-k4j�h[p-gib°j�x1m�j�b1k�p4�	hG|.dGf(j�d�dlf�p-k�f(j�b1vCp§k4j�b
q�p�k�|CwGwGp�k�dGrio¯{�wG|C{(j�v�j�dGp�x�gib4dl|�dlf�p�x1gn·�p�wGp�b4d�s-|�x�p�rnh_B�×Pp�x1p4j�r
¨#gndGfadGf1p�hGp�j�h[{�p�k�dGh#gibas-|CwGp�x�p�d�j�gnr�gnbadGf1p }]|Crirn|�¨5gib1v-hGp�k�dGgi|Cb1h�B

3. MODEL INTERRELA TIONS��givCt1wGp ¢ x1p�{1gik�dGh dGf1p�gib4dGp�wGwGp�rcj�dGgi|Cb1h |C}�dlf�p�s-|�x1p�rih j�b1x¥x1|4k��
t1s-p�b4dGh§dGf(j�d¼j�wGp.{1w[|�x1t1k�p�xex1t1wGgib1vPdGf1p.h[k�p�b(j�wGgn|I��x1wGgimCp�bewG|Crnp
p�b1vCgib1p�p�wGgib1v-{1wG|4k�p�hGh�^

Ø ¦#f1pPÙ�Z[H�J1O�\�L%SYÈ.S@FIH@U k�|Cs-{1wGgihGp�h.j�rnr�t1h�j�vCp�h[k�p�b(j�wGgi|ChT|C}
dGf1pEhGo4hGdGp�sÚt1b1x1p�w�k�|Cb1h[gnx1p�w_j�dlgi|CbPj�b1x�h[p�wGmCp�h�j�h�dGf1pEq(j�hGp
s-|4x1p�r	}]|Iw5|Ct1wTj�{1{�wG|�j�k�f�B

Ø ¦#f1p�Û�H�\�QTL]W�W[L%SIJÌÇ±OIK�O�U S@Xek�|Cb1hGgihGdGhY|I}Yj�rnr-{�p�wGs-gnh[hGgi|Cb1h
gix1p�b4dGgny1p�x�}%|Cw-j hGo4hGdGp�s�B
»�gib1k�pThGk�p�b(j�wGgi|�hGdGp�{1h§j�wGp.j�hGh[|C�
k�g�j�dGp�x.¨5gidGfRj�k�k�p�hGh�|C{�p�w�j�dGgi|Cb1h���dGf1p�{�p�wGs-gihGh[gn|Cb1h-j�wGp x�p��
wGgimCp�x�x1giwGp�k�dGrnoa}%wG|Cs�dGf1pThGk�p�b(j�w[gn|Ch_BTÃ�p�wGs-gnh[hGgi|Cb1hEk�|Cb1h[gnh[d
|C}
�Ü|C{�p�w�j�dGgn|Cb(�(|Cq	�]p�k�d_��{(j�gnwGh.j�b1x�f(jGmCpYj-t1b1gi��t�p¥b(j�s
p
|Cw#gix1p�b4dlgiy1p�w�B

Ø ¦#f1p�Ç±SIJ1W�K�\�OIL]J�KTÇ±OIK�OIUµS@X-k�|Cb4d�j�gnb�h�dGf1pTk�|Cb�hGdGw�j�gib�dGh�dGf(j�d
sTt1hGd±q�p�p�b1}%|CwGk�p�x�}]|Cw({�p�wGs-gihGh[gn|Cb1h_B	`cb�dGf1p }]t1wGdGf1p�w(k�|Ct1wGhGp
|C}�dGf�pE{1wG|�k�p�h[h�dGf1pEk�|Cb1h[dGw�j�gnb4d�k4j�d�j�rn|CvTs�jGo§q�pEp�z4dGp�b1x1p�x
¨#gndGfTk�|Cb1h[dlw�j�gib4dGh(dGf(j�d�s�t1h[d(q�p p�b1}]|Cw[kÏp�xT}]|Cw�wG|Crip�h#ª]¨#f1gik�f
j�wGp x1p�y1b1p�x�r�j�dGp�w�¬GB	Ê�|�¨ p�mCp�w_��¨ p�x1|�b�|Cd±wGp�hGdGwGgik�d�dGf�p�¹�gib1x
|C} k�|Cb�hGdGw�j�gib�dGh dGf(j�d k4j�bYq�p-x1p�y1b1p�x���b�|Cw x1|a¨ p-wGp���t�gnwGp
k�p�wGd�j�gib=dco4{�p�h�|C}5k�|Cb�hGdGw�j�gnb4dGh�dG|�q�p¥x1p�y1b�p�x(B¥¦#f1p�wGp�}]|CwGp
dGf1p�k�|Cb1hGdGw�j�gib4d�dco4{�p�h5dG|Tq�p�s
|4x1p�rip�x=j�wGpE|Cb�rno¥wGp�hGdGwGgnk�dGp�x
q4o
dGf1p Í�Î ¡ �¼h[p�wGm�gik�p�dGf(j�d gnh�j�{1{1rignp�x¥dG|�gis
{�rnp�s-p�b4d dlf�p
k�|Cb�kÏw[p�dlp Í�Î ¡ �©s-|4x1p�rEª]g�B p4B�dGf1p§k�|Cb1h[dlw_j�gnb4d�dco4{�p�h�dlf�j�d
k4j�baq�p p�b1}]|CwGk�p�xaq4oYj�{(j�wGdGgik�t1rcj�w Í�Î ¡ �=hGp�wGm4gik�p4¬lB

Ø ¦#f1pÞÝ1OIW�³Ô�EH�¤�J�L]K�L]SIJ�W�x1p�hGk�wGgiq�pÔd�j�hG¹4h�dGf(j�d�j�wGp�{�p�wG�
}]|IwGs
p�x
q4o�k�p�wGd�j�gnb-t1hGp�wGh�|C}�dlf�p5hGo4hGdGp�s���|Iw�q4o�|CdGf1p�w�hGt1q��
�]p�k�dGh.j�h.j�t1dG|Cb1|Cs-|Ct1h.j�vCp�b4dGh�}]|CwTp�z	j�s-{1rip4Baß�mCp�w[o¼d�j�h[¹
k�|Cb�hGgnh[dGh5|C}±|Cb1p�|Cw5s
|CwGp�h[k�pÏb�j�wGgn|Ch#¨5f1gik�f=j�wGp�{�p�wG}]|CwGs-p�x
gibahGt1k�k�p�h[hGgi|Cba|Cw5giba{(j�w�j�ririp�r	dG|-wGp4j�k�f�j�{(j�wGdGgnk�t�rcj�w#vC|�j�r�B

Ø ¦#f1p�à�SI\�³�Û�\�S�¤�U H�W k�|Cb1h[gnh[d�|C}	x1gn·�p�wGp�b4d�d�j�hG¹-x1p�y1b1gidGgn|Cb1h_B
ß�mCp�wGo=h[gnb1vCripa¨ |CwG¹={1wG|Cy1rip¯gih�ª]gnb4dGp�b1x1p�x�dG|¼q�p4¬
j¥k�|Cs-�
{1rip�dGp¼x1p�hGk�wGgi{1dGgn|Cb°|C}¯j�rirEd�j�hG¹4h¯dlf�j�dPj.hG{�p�k�gny1k¼¹4gnb1x°|C}



derived from and
composed of

Constraint Catalog
perm_3 <exclude> perm_9
perm_5 <exclude> perm_12

max_cardinality(perm_n) = 4

.

.

.

consist of

Work Profiles
Profile_1 = {Task_2, ... , Task_7}
Profile_2 = {Task_6, Task_8}

Profile_n = {Task_x, ... , Task_y}

.

.

.

Permission Catalog
perm_1 = {operation, object}
perm_2 = {operation, object}

perm_n = {operation, object}

.

.

.

derived from

Scenario Model

. . . . . .

created in
accordance with

used for 
definition

used for definition

used for 
definition

Task Definitions
Task_1 = Scenario-sequence{S1,S7,S4}

Task_n = Scenario-sequence{S21,S14}

Task_2 = Scenario S3.
.
.

refer to

created in
accordance with

refer to

RBAC Model
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(identifier)

make scenario
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[for each usage scenario]*

[for each scenario]*
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Fetch current
scenario model

Identify associated
access operation

[access operation identified]Store 
{operation, object}

pair

[for each scenario step]*
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Subject

Object

Invoke operation 1

Optional: return result 1

Invoke operation 2

Optional: return result 2

Perform operation 1

Perform operation 2
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[for each permission in catalog]*

Define SSD
constraint

[for each exclusion relation]*

Identify mutual
exclusive permissions

Fetch permission
catalog
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[for each scenario]*
[for each step]*

Define concretized-scenario 
(if necessary)

Find/define similar scenarios
and derive abstract type

(if necessary)

Store new 
scenario model

Fetch current 
scenario model
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Associate scenario
with tasks

Associate task
with work profiles

Fetch scenario model,
permission catalog and 

constraint catalog

[for each scenario]*

[for each task]*
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Create role and assign
permissions

* [for each work profile]

Identify (potential)
redundant rolesIdentify junior-roles

*

[for each role]

[for each role]

*

Define Inheritance
relations

Remove redundant
permissions

Fetch work profiles 
and permission catalog
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for each work-profile {
  create role and assign permissions
  add role to allRoles
}
for each role1 in allRoles {
  for each role2 in allRoles {
    if {permissions of role1 = permissions of role2} {
      add role1 and role2 to potentiallyRedundantRoles
    }
    if {role1 > role2} {
      add role2 to juniorRoles(role1)
    }
  }
}
for each role in allRoles {
  if {juniorRoles(role) exists} {
    for each jrole1 in juniorRoles(role) {
      for each jrole2 in juniorRoles(role) {
        if {jrole1 > jrole2} { 
         delete jrole2 from juniorRoles(role)
      }
    }
  }
}
for each role in allRoles {
  for each jrole in juniorRoles(role) {
    role addInheritanceRelationTo jrole
  }
  role remove redundant permissions
}
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4.7 RBAC Model definition7=���U������ (�
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Insert new roles
into role-hierachy

Merge different
role-hierarchies

[role model incomplete] [role modeling completed]

Identify and define
role constraints
(if necessary)

Fetch current
role-hierarchies and
constraint catalog

Remove redundant
roles
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